Kpuntorpadpua — Urbanculture

KpunTokKoHCnMposiorns

WTnpnny cMOTPUT Ha MECTHbIX KpUNTOrpacthoB C KaKUM-TO Npe3peHneM B riasax

blnuy — padx3nr upocepowl Kpruce, Tynn3pB3nrB xoB p3HY3XPCM T3y3T/IPHI XKATOCIIXTb3(HIILL
Ty3>XdpXrenx3osm e decnn Tyrenxsoddxecn, e eccyunsppiowl paoruw »)oB T3y3>Krba TyNHrKCe,
yrepTCcyBimn3spnm, xcp3d3pam. blnyycn xrHin3 prkioersxgB obarB npycynriunB, T3y3>XKrer3anrB e KrHyxcn
emk3 ¢ w3oab dHytoXA cx TChxCycppaw €ork 3m ok3ynanc3. Cabpc binvycerpn3 TycakeckaxgbB
KrN3pcM NLUCKPIOLW ALHE, YYrK JIoN AW brdX3m Apona guHrenna aoa HenanprwnBnn, dpchxreoBbbann

HOBBb b4y, HCXCYIOLW NCA3X AIOXSA P3PHCOAHC N1 FOECYNXN AW Tynn3p3paB nNcnsx yFKOJ‘I'bFXﬂCbB.[]']

TOT, KTO NOHAN 4YTO 34€eCb HANNCAHO, MOHA CYyTb KpI/II'ITOFpa(DI/II/I.

OCHOBHbIE NMOHATUA

Ons ypobcTBa y4aCTHMKaM nNepegayvn 3angppoBaHHOro coobuleHnsa gawT cnegyloume nmeHa: Annca —
oTnpaBuTenb, bob — nony4vaTtenb, EBa — naccuBHbIN nepexBaTyuk, Mennopu (Man-in-the-middle) —
aKTMBHbIV NepexBaTYMK, MOXKET He TOJIbKO NepexBaTbiBaTb Nepefavy, HO N NOAMEHATb COAEPXKUMOE.

OTKPbITLIVI TEKCT — NHOPMaLMS, KOTOPYIO oTrnpaBnTenb xoTen 6ol nepedaTb nosyvaTenio.
KpurnToTeKkcT (TakXe WU@poTeKCT, LWngpaT) — 3akpbliTasa dopma nHpopmaumnn. Npu nomMoLLn Kwya
N3 KPUMTOTEKCTa MOXHO BOCCTAHOBUTb OTKPbITbIA TEKCT.

o Kpuntorpa@u4eckuii aJiropyutM — paL MmaTeMaTuyecknx npeobpasoBaHunii, COBEPLUAEMbIX HaA,
OTKPbITbIM TEKCTOM A1 MPeBPaLLeHNs ero B 3aKpbiTbii U HA060POT.

o lIngppoBarHue (Lumgp) — cnocob CoKpbITUA NMHPOPMaLLMN, B KOTOPOM OCHOBHbLIM 3/1IEMEHTOM ABASETCA
BykBa. ByKBbl OTKPbLITOr0 TEKCTa 3aMeHsA0TCSA Ha Apyrie ByKBbl, YNCNa NN CUMBOJIbI, MO0 BMECTO HUX
noAcTaBnanTCca apyrmne 6ykebl, OykBeHHbIe Napbl, @ MHOr Aa 6onee KpynHble rpynnbl 6yKB.
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o KpuritoaHaims (TakxXxe geLumnppoBka) — UsydeHue Kpuntorpamyeckoro aaropuTMa c Lenbko
nosly4eHnsa OTKPbITOro TeKcTa 13 wudgpaTta 6e3 3HaHNA KoYa. MoXXeT Npon3BoanTbLCSA paaun
rnojslydeHmMsa 0OCTyna K NnepexBavyeHHbIM CoobLeHnAM. YacTHbIM Clly4YaeM ABAAETCA TEPMOPEKTAJIbHbIN
KpunTtoaHanus (aHrn. rubber-hose cryptanalysis, Buknack. 6aHONTCKUIA KpUNTOaHa n3).
Kpuntosiornss — Hayka 0 MeTofax WugpoBaHUa U AelinpOBKU.

KpurnrtoaHa/imTuk — areHT, KOTopoMy coobLieHne He npefHa3Havasnocb, HO KOTOPbLIA CTPEMUTCS
JewundgposBaTb ero.

* Pacumepposka — pencrteme, obpaTHoe LN POBAHUIO: NOJYyYEHME OTKPbLITOrO TEKCTA U3 WndpaTa,
MCNonb3ysa KoY. He cTonT nyTaTb C JeLUngpoBKOU.

* K04 — 3TO CeKpeTHas nHgopmaums, NnapaMeTp Kpuntorpadruveckoro aaropuTma, KOTOpPbIN
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MCNOJIb3yeTCH Npu WngpoBaHNM 1 paclingposke. Bce coBpeMeHHble KPUNTOCUCTEMbI MOCTPOEHLI MO
npuHUuny Kepkrogdca, cornacHO KOTOPOMY CEKPEeTHOCTb 3allnppoBaHHbIX AaHHbIX onpeaenseTcs
CEKPETHOCTbLIO KJ1loYa WN(POBaHNSA, TO €CTb AaXKe NPy U3BECTHOM KpUnTorpauyeckom anroputme
KPUMNTOAHAJINTUK HE B COCTOSIHMN 3@ MPUEMJIEMOE BPeMS NOJIYHUTb OTKPbITbIN TEKCT, €CIn He
pacrnosiaraeT KJH4YOM.

® Jn1eKTpoHHas ungposas rnogrnce (L) — nHdpopmaums, nogTeepxgatoLias NOAJMHHOCTb APYron
nHgopmaumun. UM nogobHa nognucn Ha ByMa>kHOM LOKYMEHTE: N0 Hell BUAHO, YTO C JOKYMEHTOM
CorflacHbl U BUOHO, KTO COrjlaceH.

o Kpuntorpa@dus ¢ OTKPbITbIM K/THOYOM — CACTEMA U3 OBYX KJOYEN: OTKPbLITOr0 N 3aKpbiToro. OTKPbITHIN
KJII0Y MoMeLtaeTcs B Ny6/AnMYHbIA 4OCTYMN, MO3TOMY 3HaHME OTKPbLITOroO KJo4a He faeT
OOMNONHUTENbHbIX BO3MOXHOCTEN. ACUMMETPUYHOE LUNGDPOBAHUE: LUNPPYIOT OTKPLITbIM,
paclwndpoBbIBAIOT 3aKPbITbiM. SLUMM: WNQPYIOT 3aKPbITbIM, pacWN(POBLIBAIOT OTKPbLITbIM.

AcMMeTpuyHoe WingpoBaHne NCNosb3yeTCca OJ1s nepefadn faHHbIX Yepe3 NpoC/yLIMBAEMbIA KaHasl, Koraa
TpebyeTcs yBEpPEeHHOCTb, 4TO TOJIbLKO agpecaT (OH ke obnajaTesib 3aKpbITOrO KJlo4a) CMOXKET NpoYMTaTh
OTKPbIThIA TeKCT. UM ncnonbsyercs, 4T0Obl NOATBEPANTL aBTOPCTBO OTKPLITOrO0 TEKCTA: B 3TOM CJlyyae
aBTOP WNGPYET OTKPbLITLIA TEKCT CBOMM 3aKPbITbIM KJIIOHOM, MOCJIE Yero Kakabl MOXeT pacwmdpoBaTb
06L1en3BeCcTHbIM OTKPbLITBIM K/IIO4OM 3TOIF0 aBTOPa U NPOBEPUTbL OTKPbLITbIN TEKCT. Mony4nTb WwndparT,
KOTOPLIN 6bl MPaBMbHO PaCINGPOBLIBAJICA AaHHLIM OTKPLITLIM KJHOHYOM, MOXKET TOJIbKO obnagaTtenb
3aKpbITOro kto4a. UM MoXKeT nMeTb opMANYeCcKyto cuny, NogobHo 0bbl4HOM NOANNCK, eCnn NYBANYHbIN
ko4 gobasseH B 6a3y AaHHbLIX COOTBETCTBYIOLLEro OpraHa.

o [lopyynTesib — H4enoBeK, NoATBEP X 4AOWMN NPUHAANEXHOCTb AaHHOI0 NyBANYHOIroO Ko4a KOMY-
nnbo. Mopy4nTenb ABASETCHA aHa/NoroM HoTapuyca. lNopyymTento LOSXKHO OKa3blBaTbCHA AOBEpKUe, a ero
ny6anYHbIN KoY Jo/KeH 6bITb M3BECTEH M3HAYaIbHO, 4TOObLI C MoMoLlbio ILIM MOXKHO 6bIS10
yb6eamnTbcsa, 4To NOATBEPXKAEHNE BbINMMCAHO NOpYyYnUTENEM, a He KeM-TO elé. PopMUPYIOTCA LLenoyKu
rnopy4mTesnien pasHbiX YpoBHEN, B KOTOPbIX My6NYHbBIN K/OY C/iefyioLero noanucaH npeabiaywmm. Y
OCHOBaHMSA CTOAT NOpy4YUTENN C MMPOBbIM MMeHeM, Hanpumep Verisign. MNopy4ynTenn ABAAIOTCA OAHUM
13 cnocobom rapaHTUpoBaTb NPUHALANEKHOCTb OTKPLITOrO KJlo4a 3TOMY 4esioBeky, a 6e3 3Toro
HEBO3MOXXHO HanpaBuTb coobLieHne, KoTopoe Mor Bbl NMpoYMTaTh TOJILKO agpecaT, uam 6biTb
yBEPEHHbIM, 4TO coobLeHne HannucaHo oTNpaBuTenem.

o Xew-gyHKLMA — anropuTM, NpeBpaLLaloLLnin AaHHble (HanpuMep, TEKCT) B YNCIO (XeLu-3HadveHune).
Yucno MoxeT 6bITb A0BOJSIbHO 6oAbWKM, Hanpumep gasa md5 31o 128-6uTHoe Yncno.
Kpuritorpagpuyeckas xeLu-gpyHKUMS — 3TO Xel-(PyHKUNA, 019 KOTOPOWN He cyllecTBYyeT 3(hhMeKTUBHOIro
crnocoba nopgobpaTb TakMe NCXOAHbIE OaHHbIE, A1 KOTOPbIX OHA BblAaBaJsla Obl 3apaHee BbIOpaHHbLIN
pe3ynbTaT. N8 HEKOTopbIX Xeww-pyHKLMA (HanpuMep, crc32) aTo TpeboBaHne ynaeTcsa obontu, Torpa
PYHKLMSA CHMTaeTCsa B3JIOMaHHON 1 6oJiblUe He UCMOob3yeTcsa B Kpuntorpadgun. Ecnm nossnsaercs
a/IfOPUTM reHepaLum HECKOJIbKUX TEKCTOB, AaOLNX OANHAKOBOE Xell-3HavYeHne, TO PYHKLUIO ToXe
cYMTaloT B3JIOMaHHOM (Hanpumep, md5). Kpuntorpagunyeckyto xew-pyHKLNI MOXXHO pacCMaTpuBaTb
Kak HeobpaTumoe wugpoBaHme 6e3 ktoda. Xew-pyHKLUM NPUMEHAIOTCA B Kpuntorpadum Ans
yMEHbLUEHNS pa3Mepa TeKCTa nepes ero nognucbiBaHnem UM n ona 6e3onacHoro xpaHeHus
rnapoJien, Npu KOTOPOM MO>XHO NPOBEPUTb COOTBETCTBME BBEAEHHOI0 Naposa COXpaHEHHOMY, HO
HeNb34 y3HaTb CaM COXPaHEHHbI Naposib.

Knto4, Kak MpaBuio, MOXKHO «MPUiaanTb» K Xel-pyHKLUNS B BUAE COJIM — CTPOKU, COEANHSIEMON C
OTKPbITbIM TEKCTOM rnepen NpMMeHeHneM xel-pyHKLMN. DT BbiBaeT nosie3Ho N5 3aTpyaHeHus nogbopa
NCXOOHOr0 TEKCTa C MOMOLLbIO C/IOBapeN NONysapHbIX Naposien n Tabnny Buaa TEKCT — Xelu-3HayeHune.
Mpwn aTakax B Ka4yecTBe Takow Tabsnubl MOXXET UCMNO/Ib30BaTbCs google. B 3ToM MOXXHO ybeanTtbes,
nomckas 202cb962ac59075b964b07152d234b70 — 3Ha4veHune xew-pyHKUMM md5 ana «123». A ecnu
MCMob30BaTb COMb «wabranes», To md5(wabranes|123) = «477de9d90eaed5064a303698244dc685» yxe
He HaxoAUTCA B ryrne (3a NCKJII0YEHNEM, BO3SMOXKHO, 3TOW CTPaHULbI).

o Kpunrorpagduiyeckas CTONKOCTb — YCTONYMBOCTb aJirOpUTMa M KJIIOYEN K aHannsy unm nepebopy,
OTCYTCTBUE B a/IrOPUTMe ySA3BMMOCTEN. YeM Bbille CTOMKOCTb, TEM TPYAHEe, HE UMes KJtoua,
COBEPLUNTb AENCTBUE, AJ19 KOTOPOro OH HY>XEH.

UcTopusna

Ha npoTs»XeHUN MHOTMX CTONETUA Kodbl, LU PLI, TalHble 3HAaKN U TalHble S3bIKU MCMO/Ib30BaIMCh OJs
MACKMPOBKUN MHMOPMaLMN — COKPLITUA OT MOCTOPOHHUX CMbIC/a NepefaBaeMbix coobueHmnin. Co BpeMmeHeM
noTpebHOCTb B MAaCKMPOBKE MH(OPMaLMK yBEeNNYMBanack, Kak U MOTPebHOCTb packpbiBaTb YyXxune
cekpeTbl. Ha apeHe 0)XXeCTO4YEHHOro conepHMYecTBa MeXay TEMU, KTO COCTaBAsIeT TalHble CoobLLEeHUs, 1
MX NPOTUBHUKAMW, TEM, KTO MbITaeTCs pasrafaTb UX CMbIC/, POAUIACE KPUMTOOMUS.

A peBHue wndpsbl

Hanbonee npocTeiunm ABASETCS MOHOAN(haBUTHBIN LINGP, U3BECTHbLIN C rNyboKoli ApeBHOCTU. CyTh ero B
TOM, 4To ByKBbl 0AHOrO andasnTa, 3aMeHs0TCcA BykBamMu Apyroro, 1Mbo BblAYyMaHHLIMU CMMBOJIaMu. YTo
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https://ru.wikipedia.org/wiki/md5

Takon Wwndp npeactaBnseT us cebs n HaCKONbLKO JIerko sloMaeTca NyTéM obbl4HOM nornkn 6e3 NnpnMeHeHns
Kaknx-nnbo cneycpeacTs, MOXKHO NpPOYecTb B pacckase «Mnsawyuive yenosevyku» KoHaH [onns.

OOHUM N3 KNaccn4yecknx ctan wudgp Llesaps, CcyTb KOTOPOro 3ak/lo4aeTCcs B TOM, YTO Ka)kaas bykea
TEeKCTa 3aMeHsieTCs Ha BykBy, HOMep KOTOpOW B asihaBuTe OT/IMYAETCH OT HOMeEpa UCXoaHOW ByKBbl Ha
BbIbBpaHHOE CMelleHMe, HanpuMep CM. Ha4vyaJlo 3TON CTaTbW. ITO TOXKE Pa3HOBUAHOCTb MOHOaN(aBUTHOIrO
wmndgpa, OCHOBAaHHOrO Ha MeToAe NPOCTOM 3aMeHbl, TO eCTb 3aMeHbl 0AHON ByKBbl KAaKOW-TO APYron rno
onpenenéHHomMmy anropuTMmy. CTOMKOCTb €ro HyJsieBasl, [OCTaTo4YHO NepebpaTb BCe BapMaHTbl CMELLEHNS, a
NX KOJINYECTBO paBHO KoMYecTBy BykB B andaBute 1 wingp byneTt nerko cioMaH.

bonee NpoABUNHYTLIM ABAAETCA rpedeckuin wndp «CkuTana», oH xe wudp gpesHen CnapTol. Ha unnnHap
HaMaTblBasach JIeHTa nanupyca, Ha KOTOPOM 3anucCbiBaiCA TEKCT — BAOJIb LMANHAPA NOCTPOYHO.
OcTaBlUeecs He3aHATbIM MECTO 3aMoJIHANI0Ch BCAKMM XNaMOM. ECnn TeKCT He BMeLLasnics Ha OOHY JIeHTY,
ncnosib3oBasnachk cnenywowasn. Ecnm Tenepb CHATb IGHTY C UMIMHAPA, Ha HEl NOJTyYUTCH BHELLHE
6eccMbICNIeHHbIi Habop CUMBOOB.

Mpumep:

|
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PesynbTaT: «9PBMNTPHAOLEPLUPNTUECDI». s paclumdppoBKN HY>KHO 3HaTb AMaMeTp LuaMHApa. ITo
npuMep nepecTaHoOBOYHOro wudpa B KOTOPOM ByKBbl TEKCTaA MEHAIOTCS MECTaMM MO 3aJ4aHHOMY
anropuTmy.

CkpeMOnupoBaHue

MpocCThle aIrOPUTMbI LLMMPOBAHUS, HanpuMep Kog Lle3aps, nerko aTakylTcs, ecnu cooblieHne
[OCTAaTOYHO AJIMHHOE U U3BECTHbI YacToThl 6yKB andaBuTa. [na 3Toro ncnosb3yeTcs Tabauubl HYacToT
OYKB, KOTOpble COCTAaBUIN 1A BCEX A3LIKOB.

Mpumep B3s10Ma

[aBaliTe Ha NpuMepe TeKCTa, C KOTOPOro Ha4YMHaeTCsa 3Ta CTaTbsA, NpoBeAeM NOAOOHbLIN KpUNTOaHaIN3.
3acyHeM TeKCT B CepBuC NoacyeTa OyKB 1 NONYYUM HYNCIIO pas3, KOTOPOE MCMOoJIb30Baslacb Kaxaas byksa.
OTcopTupyem Tabnuuy B Excel:

YacToTa byksbl
46 n
36¢C
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http://www.siteprojects.ru/?article=seo-kolichestvo
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31r
25
25y
22 X
22 p
21n
18 e
17 o
15H
14 B
1371
11 x
10 10
10 w
9 K
6 A
6b
6 M
6n
60
54
4y
4 b
3w
2é
2 bl
1b
1 bl
1C
1n

OTciofia BUOHO, 4TO CaMble YacTble BYKBbI: «J1», «C», «3» U «T'». A B pPyCCKOM A3blKe CaMble YacTble OyKBbI
(He cuynTasa npobena): «o», «e», «a», «n». HekoTopble NnocrnewaT CONOCTaBUTb 3TN BykBbl 1 K 1, 0AHAKO He
BCE TaK MPOCTO: B JAHHOM TeKCTe MoBbIlWeHa YacToTa BykBbl «n» (13-3a c/loBa «WNdp», 0O4EeBUAHO),
MO3TOMY OHa BCTPEYAETCA AaXe Yalle, YeM «0». MO)XKHO NPUMEHUNTb 3HAHMWE O TOM, YTO BYKBbI CABUHYTHI, a
He nepeMellaHbl. Tak WM nHa4ve, HO MPaBUJIbHOE COOTBETCTBUE: KO — KC», KE» = «3», «a» = «I», KU» —
«J1» HaXo[QnUTCSA AO0BOJIbHO BbICTPO.

fIcHO, 4TO MOXKHO BbIN10 NpocTo nepebpaTh BCe 32 BapuaHTa koaa Llesapsa onsa pycckoro andasuta u
Moay4YnTb OTBET. HO CyTb B TOM, 4TO HEC/NIYHalMHOCTb OTKPbITOr0 TEKCTa MPUBOAMNT K YIMPOLLEHWIO
KpunToaHanmsa. YTobbl 3T0 yACHUTb, pacCMOTPMM 6osiee CNOXKHbIN NpMMep: NMOACTAaHOBOYHYIO Tabanyy.
Ka>xgon 6ykBe B3aMMHO O0QHO3HAa4YHO CTaBUTCSA B COOTBETCTBME Aapyrasa bykea. Koa Llesaps ssnsetcs
YaCTHbIM Caly4aeM 3TOro ajaropmTMa. Bs3nom «B no6» notpebosan 6bl paccMoTpeHus 32! =
263130836933693530167218012160000000 BapnaHTOB, a B3JIOM 4Yepe3 4acToTbl OYKB — NpMMepHO
CTOJIbKO Xe, KaK ang koaa Llesaps.

Ha 3ape kpunTorpadum oTaeNbHbIA 3Tan Npu WNugpoBaHun yaensanca nbaBneHnto oT HECy4aHOCTH
BXOOHOrO TekcTa. Ha 3TOM aTane TeKCT HakMaAblBaJICA Ha APYron C/ly4YalHbIn TeKCT (HoMepa 6ykB
CYMMUPYIOTCS, Npn nepexone 4yepes nocnenHo bykBy andaBuTa Bo3BpaT K rnepson bykse angaBuTa),
rnocJsie 4Yero CsyyalnHbli TEKCT NPUMNUCLIBAJICA B Havasio. DTOT 3Tan Ha3biBaeTcss cKkpeMbaupoBaHuemMm. OHO
aBnseTca obpaTuMbiM WngpoBaHUEM HBe3 Ko4a, MO3TOMY CaMo Mo cebe OTKPbITLIA TEKCT HE 3alUMLLaeT,
oOHako npubnmxaeT ero K cly4aHon nocnenoBaTesibHOCTWN, NOAroTaBANBaET N5 fallbHENLWero
WnpoBaHMSA, 3aTPYLAHAA CTaTUCTUYECKNE aTaKu.

Mpn ckpembanpoBaHUM fJIMHa COObLLEHNSA YBENYMBAETCA HE3HAYUTENIBHO — Ha AJIMHY HaKla4blBaeMoro
cydalnHoro TekcTta. Ecam »xe cny4amHbIn TEKCT HE MPUMUCBIBaTb B HaYasio coobLeHns n ecnm ero gJivHa
paBHa OJinHe coobleHns, To Takoe coobuieHne abcotoTHO HEBO3MOXKHO BOCCTaHOBUTL 6€3 3HaHMA 3TOoro
C/lydalHOro TekcTa (Npu yC/I0BUK, YTO OH BbisT 4ENCTBUTENLHO Cy4allHbIM). KNHOYOM CYy>KUT 3TOT
CNyYanHbIA TeKCT. Takon cnocob wngpoBaHna NCNONbL30BaAJICS pa3BedyMKaMu a4 nepegadv nHpopmaymm
rocyfapCTBEHHOW Ba)XHOCTU. PazymeeTcs, KoY MOXKHO 6b1J10 NCN0JIb30BaTh TOJIbLKO OAMH pa3s.

BmecTo ckpeMbanpoBaHMs N0 ONMCAaHHOMY alropuTMy MOXKHO MPUMEHUTb alropuTM CxaTusa nnm abdon
aNropuTM, NOBbILWAOLWNIA SHTPOMUIO TEKCTa (MOXOXKECTb €ro Ha CayYanHbIn).

Korpa nsobpenu 6104Hble WwWndpbl (CM. HMXKe), oTnasna noTpebHoCTb B ckpeMmbrepe. baoyHbIn wudp
«3acacbiBaeT» 3a pa3 (To eCTb, 32 04AUH 6710K) AOCTAaTOYHO MHOIo BYKB 1 pacxysiymBaeT Ux BHYTpu 6710Kka o
MOJIHOW Hey3HaBaeMoCTW. OCTaeTCs /INWb NCKaTb CTAaTUCTUYECKNE 3aBUCUMOCTU Mexay 61okaMu, 4To
TaK)Xe 3axX04MT B TYNUK, TaK KakK OAWNH U TOT »Ke Bxog 6/10ka faeT pa3Hbili BbIXOA B 3aBMCMMOCTW OT HOMepa
6710Ka UM OT Coaep>XMMOro npeabigyuiero 6a1oka.

CnMmMeTpuyHoOe wucgpoBaHue
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Mpy CUMMETPUYHOM LLUNGPOBAHUM UCMOSIb3YETCH OAUH U TOT XKe K04 AN WNGPOBKU N 0715 pacllnpPOBKU.
9710 BneveT 3a cobon psaa npobnem. Bo-nepsBbix, HEOBXOAUM HaOeXHbIN KaHan Ans nepenadvn Kiaoda. Bo-
BTOPbIX, rpynne n3 N He3aBUCUMBbIX Y1eHOB noTpebyeTcs N2/2 CUMMEeTPUYHBIX KYen (KaXKObI C KaXKabiM),
B TO BPEMS KaK aCMMMeTpPUYHbIX noTpeboBanock 66l ToNbKO N (Ha Ka)Kgoro No oaHoW nape kityen). B-
TpeTbUXx, CUMMETPUYHOE WNHpPOBaHNEe HEBO3MOXKHO NCMOJIb30BaTh A4 NOATBEpPXAeHUA aBTopcTBa (ILM),
TaK KakK KJ1loY4 n3BecteH obenm CTOpoHaM. 3aTO CMMMETPUYHOEe WngpoBaHMe 3apoansIoCh paHbLUe
aCMMMETPUYHOro, MO3TOMY Jlyylle U3y4yeHo. To eCTb, MEHbLUE LUIAHChI, YTO KaKon-HMbyab cyMacllenwmnin
y4YeHbIn n3obpeteT 3hpHEKTUBHYIO aTaKy Ha CUMMETPUYHbIN aiIrOPUTM, YEM Ha aCUMMETPUYHbIN. Kpome
TOro, CUMMETPUYHbIE anropuTMbl paboTatoT BbiICcTpee, HEM aCUMMETpPUYHbIE, TPEDYIOT KJOY MEHbLUEN
OJIMHbI U NpoLle peasn3yoTcs, B TOM YMUCJie Ha YPOBHe xene3a (kak AES, kK npumepy).

CKy4Hble aeTanu paboTbl CUMMETPUYHOTO LNGPOBAHNS

Knaccnyeckumm cnocobamm CMMMETPUYHOIO LWN(POBAHUS SBASIOTCA NepecTaHOBKa (CM. MpuMep BbILWE), K
KOTOPOI MOXHO «MPUKPYTUTL» Boslee XUTPLIN KoY, YeM NPOCTO pasMep Tabanubl (MepecTaBnsTb CTONOLbI
WU MPUMEHSATb HECKOJIbKO pa3 ¢ Tabanuamu pasHoro pasmMepa); Marnyeckuin ksagpat. B nocnegHem
c/lyyae coobLeHne 3anncbiBaloT B KBaApaTHY Tabanuy B COOTBETCTBUM C HYMepaLunen KNeTok B
BbIOpaHHOM MarnyeckoM KBagpaTe, KOTOPLIN 1 ABJISIETCS K/IOYHOM.

OT coBpeMeHHbIX anropnuTMoB WngpoBaHua TpebyeTcsa «3hdeKT NaBuHbI» (AOKHO MPONCXOANTb CUJIbHOE
n3MeHeHune wudpaTta Npu 0AHOBUTHOM U3MEHEHUN OTKPLITOrO TEKCTA AaHHbIX) N OTCYTCTBUE JIMHENHOCTW
(onepauuns nckayatoLwero i oT AByx WNpPaToB HE faeT TOT Xe pe3ynbTaT, 4To WngpoBaHne
pe3ysbTaTa UCKAYaoLWero nan onga AByxX OTKPbITbIX TEKCTOB: HE A0JIXXHO BbiNnonHATLCSA f(a) xor f(b) = f(a
xor b)).

B cuMMeTpuYHbIX anropuTMax (4a n BO MHOMMX aCUMMETPUYHbIX) AJINHA BbiXO4a paBHa MM HEMHOIO
6onblUue ONnHbI BXOoOa.

CYMMeTpUYHbIE aIFTOPUTMbI LUNGPOBAHUA pacLLenafioTCca Ha 6/104YHbIE N MOTOYHbLIE. B BN0YHBIX anropnTMax
BXOOHON TEKCT OeNNTCHA Ha 610K paBHOro pasMepa (Kak npasuno, Ao 256 6uT), Ka>kabln N3 KOTOPbIX
Mopo>XAaeT 0OuH BeixogHon 610k, Mpumep: AES. B NOTOYHBLIX arOpPUTMax KaXkKabll CUMBOJT OTKPbITOrO
TekcTa npeobpasyeTcs B CUMBOJT LULNPPOBAHHOIO TEKCTA B 3aBUCMMOCTU HE TOJIbKO OT UCMOJIb3YEMOIr0
KJIlo4a, HO 1 OT ero pacnoJsioXKeHns B MOTOKe OTKPLITOro TekcTa. NMpumep: RC4.

B 6/104HOM WKnpe BCA COMb B onepauunsx, npuMmeHsemMbix K 610Ky, OBbIYHO 3TO C/I0XKHas
rnocsefoBaTeNbHOCTb NMEPECTAaHOBOK N MNOACTAHOBOK (3aMeH HECKOJIbKNX BT cooblieHna Ha cTaHOapTHoe
3Ha4vyeHune). Bcé 3To MoXXeT 3anyCcKaTbCs BO MHOro payHaoB (06bi4HO Ao 80), 4Tobbl 3aMennnTb aTaku,
OCHOBaHHble Ha nepebope. M3BeCTHO, YTO B COBPEMEHHbLIX NMpoueccopax Intel ecTb annapaTHoe yCKOpeHue
payHoB wungpoBaHua AES, pa3spaboTaHHOro ass aMepMKaHCKOro nNpaBUTENbCTBA. Tak Kak BHYTPEHHee
YCTPOWCTBO M peannsaumnsa npoueccopos Intel He ABNSETCA MNOMHOCTbLIO OTKPLITON MHGOPMaLMER,
BO3HUMKAIOT ONAaCeHWS Mo NoBoAy AajibHenwen cyabbbl K4Yen, Nnonagaowmx B TaKme nNpoueccopsl.

MpoCTeNLWNn MOTOYHbIN WGP MOXKHO NPeacTaBUTb cebe Kak co3faHMe Ha OCHOBE KJ1H0Ya
rnceBaoC/y4aiHOr0 TEKCTA N HaJIOXKEHNE ero Ha BXOAHOW TEKCT C MOMOLLLI UCKJoYatowero nnu. Mpu
pacwmpoBKe U3 KJl0Ya CO34aeTCs B TOYHOCTW TaKOoM XKe NCeBA0C/yHYalHbIA TEKCT N HaKNaOblBaeTCH Ha
wungpatT. Tak Kak onepauus NcksYatoLlee nam obpaTruma, nosly4aeTcsl UCXOL4HbIN TeKCT. MoToYHbIE
wndpbl 661K OTKPLITHI paHbLlUe 6J04YHBIX N OHWU JIerko co3patoTca N3 6104HbIX. Mo3ToMy 6104HbIE WNGPLI
npencTaBasioT 60NbLWINNA NHTEPEC, YEM NMOTOYHbLIE.

AcMMMeTpUuYHOe wundpoBaHue
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MpuMep OTKPLITOro KJto4a N3 TOW »Ke Mapbl

MeTon WngpoBaHUA, NCMOAb3YIOWNA Napy KAOYen, OTKPbITbIA (MYy6ANYHbIA) N 3aKPbITbIA (CEKPETHLIN), ANSA
obmeHa wunppoBaHHbIMK coobweHusaMU. MNMporpamMMa reHepupyeT napy KJ4en, CBA3aHHbIX Mexay coboi.
My6AMYHBIA NCNOb3YETCA TOMbKO ANSA WNPOBAHWS, 3aKPbITbIN XXe — Ab AN paclndpoBku. Kno4du
CBA3aHbl Mexay cobon TakK, 4TO HEBO3MOXXHO CO34aTb eLé OANH OTKPbITbIN KJO4Y, HE nMes 3aKpbliToro. Ho
BOCCO34aTb 3aKPbITbIA K04, UMesl MyOAnYHbIN, HE BbINAET Aaxke Npu Haany4mm obpasuoB NCXOLHOIO U
WngpoBaHHOro TeKCToB. OTKPbIThIN KJ0Y BMECTEe C AJaHHbIMY O ero Biaje/sibLlie pacnpocTpaHseTcsa cpeaun
KOPPECNOHAEHTOB, 3aKPbITbIN Xe XpaHUTCA B TaHe. OTnpaBuTenb WndgpyeT cooblieHne nybandHbIM
KJ1I04OM, HO paclngpoBaTb €ro MoXXeT TOJIbKO MoJlyYaTesb.

MeTon nMeeT pag NnpenMyLLecTB rnepen CUMMETPUYHbIM WKdpoBaHueM. Mpn NCcnosib30BaHNM OOHOr0O KJo4a
019 WMEHPOBaHMSA U paclMPOBKIM HY>KHO BbiTb YBEPEHHbLIM, YTO OH He MONagéT B Yy)KNE PYKN.
CnepoBaTeflbHO, BO3HUKaeT MHOXeCTBO npobnem C ero xpaHeHuem 1 nepenayen. NMonb3oBaTenb MOXeT
6bITb yBEpeH B cebe, HO HE B CBOMX KOPPECMOHAEHTaX, UM KaHalax CBSA3U, Yepe3 KOTOopble OH NepenaéTr
KJo4Y. ACMMMeTpUYHOoe WungpoBaHue pewwaeT NpobneMy COXpaHHOCTU 3aKPbITOro KJto4Ya 0OHO3HAYHO, TakK
KaK Mnpu ero ncnosib30BaHNM HET HeobxoAMMOCTUN NepenaBaTh 3aKpPbITbIN KOY BceM cobecegHuKam. A
ny6AnYHbBIN MOXXET NepefaBaTbCA U AaXKe MONacTb B PYKW 3/I0YMbILWIEHHNKA, HO NPW MOMNbITKE
pacwmnpoBKY TOro XAET hracko.

OOMeH ny0/aIMYHbIMM KJlOYaMU. YA3BUMOCTb. CepTucukaumsa m
ceTb AOBepuA.

Ecnn noan y>xke 3Hato ny6imnyHbie KaYu Apyr Apyra — To npobsiiema 3almgppoBaHHOro obmMeHa v
MnoATBEPXKAEHNSA aBTOPCTBA 419 HUX pewleHa (cpeaAcTBaMU aCMMMETPUYHOro windposaHus n dLUMN
COOTBETCTBEHHO). Ecin obmeHa ka4amMum He Bb1s10, HO eCTb rapaHTUs, 4TO CoobLLeHNA AOX0AAT B
HensMeHeHHOM Bue (To ecTb peLleHa 3aada NOATBEPXKAEHNA aBTOPCTBA), TO CpeACcTBa KpunTorpadum c
OTKPbITbIM KJII0YOM MO3BOJISIOT YCTAHOBUTb LWINGPOBAHHLIA KaHan. A BOT HaobopoT He NosyYnTCs — ecnu
Mbl C KEM-TO YCTaHOBW/IN WU POBAHHbIN KaHas, 04HOM0 3TOro HeAOCTAaTO4YHO A YBEPEHHOCTU B JINYHOCTW
3TOro 4yesioBeka. Bo BpemeHa BTOpOW MMPOBOW rnaBHom npobnemon kpuntorpagum boisia nepenaya
CUMMETPUYHOIr0 KJtoYa (KOTOpPbIA MOI pa3rfacuTb Ka>kAblii, KTO ero 3Has), To cel4aC OCHOBHYIO CJI0XKHOCTb
npeacTaBnseT o6MeH NybAnYHbIMK KNto4aMn. PasrnawaTb Nyb6anYHble KoY 6eCCMbIC/IEHHO, Tak Kak OHU
M TakK HaxoasaTcs B obuiemM JOCTyrne, MO3TOMY 4acTb NMpobsieM yxoOouT, HO OTKPbIBAaEeTCSA AOCTATOYHO
BO3MO>XHOCTEN ANA NOAMEHbl CaMOro ny6/IMYHOro KJ4a, 4To NPUBOANUT K NMepexBaTy LWNGPOBaHHbIX
rnocsaHmin (NoAnNMCcaHHbIX NYBNYHBIM KJIIOYOM aTaKyloLWero) Uav nogaesike aBTopcTeBa (3a aBTopa
MOAMNMMCbIBAa€TCA aTaKyOLWMA CBOUM NyBANYHBLIM KNto4oM). OaHUM 13 pelieHuin npobsemMbl 4OMOJIHEHNE
CXeMbl MOPYYUTENAMN.

JdonycTtumMm, CylwecTByeT TpeTbs 3aMHTEpecoBaHHasa CTOPOHA, KOTopas NPenoCTaBUT BaM CBOW KJII0Y BMeCTO
KJIl0Ya Ballero KoppecrnoHAeHTa, a eMy B CBOIO o4Yepenb Takom ke (UKTUBHbIA CBOW KJIt0Y BMECTO Ballero.
Torpa 3Ta TpPeTbsA CTOPOHA CMOXXET pacngpoBaTh Bawe coobuieHne, NOAMEHNTb €ro TEM XKe CaMbIM
MCXOAHbIM TEKCTOM, TOJIbKO 3aLlUN(POBaHHbLIM HAaCTOALWMM NYB/NYHBIM KJTHOYOM BalLero KOppecrnoHaeHTa, 1
rnepecnaTtb eMmy. OH e, obn1agas BawmM GPUKTUBHBIM KJTIOYOM (KOTOpbIN eMy 3ab60T/IMBO MOACYHYN),
wmngpyeT ANg BaC OTBET, TaKXXe AOCTAOLWMNCA TpeTbeN CTOPOHE, KOTOpasa NpecrnokonHo aobeiBaeTt
WNCXOAHBIN TEKCT N WNpPYeET ero BalMM HaCTOAWMM KJIKOYOM. B pe3ysibTaTe XUTPbIX MaHUNYSLNNA
OKaXeTCs, YTO BCA CJIOXKHOCTb NepexBaTa CBOAUTCA HE K KPUNTOaHaAN3y N CO30aHNI0 NAEHTUYHbIX X3LIEeNn

3/IEKTPOHHON MOAMNUCKU, YTO NOYTKN HeBo3MOXHO,[2! a K BaHanbHOM NogMeHe, YTO BroSiHE peannlyemMo —
6b110 6bI CMNbHOE XenaHne. Takasa aTaka Ha3biBaeTcs Man-in-the-middle.

MoaTomMy Ny6/NYHBIN KJTHOY TakXXe MMEeEeT 3aWmnTy OT nogMeHsbl. Mpu ero co3gaHum HeobxoonMMo yKaszaTb
UMS N afpec /IEKTPOHHON NOYTbl (MOXXHO HUK, €C/M NepPenncka aHOHMMHas), C MOMOLLLbIO KOTOPbIX Ball
KOPPEeCnoHAEHT CMOXXET NPOBEPUTHL NMPMHALJIEXHOCTb UMEKLLLEr0CS Y HEro Ballero KJk4ya BaM. Takxe y
KNntoYa nmeetcs id (Homep) n hUHrepnpuHT (0OTNEYaToK, TaK)Ke X3L, HO y>Ke CaMoro KJt4a,
npeacTaBasoWwmn cobon KOPOTKY0 KOMBMHALMIO, KOTOPYIO HETPYAHO NMPOBEPUTL). 3/I0YMbILLJIEHHUK MOXKET
CreHepupoBaTb CBOK Mapy KJYen 1 BNMcaTb B NyOANYHbIA Balle MMSA U aapec 3JIeKTPOHHOW NOYThl, HO €ro
huHrepnpuHT BypgeT oTAnYaThCsa OT Bawero. Moay4uns 4en-nmbo KoY N3 HeHaLEXXHOIMo NCTOYHUKE, MOXXHO
JIerko NpoBEPUTL €ro, NoNpPoCrMB KOPPeCnoHAeHTa NMPUcAaTb €ro GUHreprnpuHT, NCMOJb3y S
aJibTepHaTMBHLIN cnocob cBsA3M (Mo TenedoHy uam 4Yepes im). MNocne Yero 4OCTOBEPHOCTb BilaAeHUS
COOTBETCTBYIOLLNUM 3aKPbITbIM KJI04OM ByeT paBHa [OCTOBEPHOCTU BbIOPAHHOIO afibTeEPHATUBHOMO
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cnocoba cBsa3N.

CyLwecTBYIOT CeTU JOBepus, Koraa, nposepms Ny6AMYHbBIA K04, NOPYYUTEb NOANUCHIBAET €ro, U BCe, KTO
[oBepseT 3TOMY nopyynTento, byayT cHMTaTb, YTO OHbIN NPUHALNEXUT UMEHHO TOMY, C KEM OHU XOTAT
UMeTb €10, @ He TpeTbein CTopoHe. INpn 3TOM OHM CaM/ MOTYT MPOBEPUTb 3TOT KJ1t0Y BbllLeyKa3aHHbIM
cnocoboM. CyLLecTBYIOT 1 rOCyJapCTBEHHbIE CEPTUPUKALNOHHbBIE LLIEHTPbI, FAe MOXXHO PermcTpupoBaTh
KJ1104M. 32 HEKOTOPYIO CYMMY OHW COrNacAaATCA BblAaBaTb Ball MyO/ANYHbBIN K04 1 MepcoHalibHble AaHHble
nobon TpebytoLen NnoaTBEP>KAEHNS CTOPOHE. CuCTeMa CepTUDPMKALMOHHBIX LLEHTPOB, LUMPOKO
3KCNJyaTupyeMas Ha rocygapCTBEHHOM YPOBHE U B MHTepHeT-Toprax, ucnosb3yeT Habop NnporpamMMHOro
obecneyeHuns X.509, paboTaloLwnii Ha OCHOBE TeX e aropuTMoB. Ho nx MO SBASeTCS KOMMEPYECKNM U

? a OCHOBHas 3afa4a — CO3AaHNe 1 3aBepeHmne 31eKTPOHHbLIX NoAnuceil, a He KpunTorpadus.

AﬂFOpI/ITMbI CMMMETPUNYHHOIro 1 aCMMMETPUNYHOIro LIJI/I(prBaHI/IFI, a TakKXXe 3L|,|-| peannsoBaHbl B NporpaMMHOM
obecneyeHunn PGP.

MpuMmepbl NporpaMMHbIX peaausauui wndpos

KBaHTOBasa Kpunrtorpadua

3T0 HOBOE HanpasJieHne B KpunTtorpadum, OCHOBaHHOE He Ha MaTeMaTU4YeCKNX MeTohax, Kak obbl4yHas, a
Ha npunHuunax KBAHTOBOWN MeXaHUKMW.

OCTOpPO>XHO, KBaAaHTOBas MexaHuka!

DTOT pa3fesl COAEPXXUT 3allKasMBaloLLEE KOIMYECTBO
KBAHTOBOW MexXxaHWKWN. Ecnn Bbl HE OOKTOP Hayk, Bbl BPAL 1n
nolMéTte TO, 4TO 34€Cb HanNMcaHo. Ecan Bbl AOKTOP Hayk,

MOXKeTe NMomMoYb npoekTy, nobasuB cloga ewé bonbLue
KBaHTOBOWN MeXaHUKN

OCHOBbI KBAHTOBbIX BbI4UCJIEHUN

B 06bI4YHOM KOMMbIOTEPE NHPOPMALIMA XPaHUTCS B BUae 6uToB, Takoe ABONYHOE NMpeacTaB/ieHne yrpowaeT
60/1bLLIMHCTBO BHYTPEHHUX NMpeobpa3oBaHuWil, KOTOPble KOMMbIOTEP A0JIKEH BbINO/HUTL Nepes HavyasioM
BblYMCNEHUN. TaK, Hanpumep, Yyncno 15 byneT xpaHnTtbcs B Buae 1111, a yncno 10 kak 1010. Tak Kak
nboe 4yncno X moxxeT bbITb NpeAcTaBIeHO C NOMOLLBIO MPpUbAN3nTenbLHO 10g2X undp, To 419 XpPaHEeHNS
BCEX BO3MOXXHbIX yncen ot 0 go X notpebyeTca X A4eek naMaTun, ANMHON 10g2X 6uT Kaxaaa. CKa)kem, ang
xpaHeHuns Bcex 4yncen ot 0 o 15 notpebyeTtca 15 a4eek NnaMATH, Kaxxgaa AAMHON 4 6GUT, KBAHTOBOMY XXe
KOMMblOTEPY AOCTAaTOYHO BCEro OAHOM A4YENKN Ha 4 KBAaHTOBLIX BuTa.

KBaHTOBLIN GUT, WU KyOUT, OCHOBAH Ha (hyHAAMEHTa/IbHOM MOHATUM O CYyNeprno3nLIMnN KBaHTOBbIX
COCTOSIHMIA. PaccMOTPUM MapafoKc Kowku LpéanHrepa. NMomMecTuM KOLKY B AWK CO CTabuibHbIM
PaaNOaKTUBHBIM NCTOYHUKOM. KoLlKa NornbHeT, ecnun noaBeprHeTCs BO3AeNCTBUIO U3nydyeHus. ®akTu4eckun
Kolka mbo MmepTBa, MB0 XKNBA, HE3aBMCUMO OT TOr0, MOCMOTPUM JIM Mbl B SILLIUK WUJIX HET, HO COrlacHoO
KBaHTOBOW MeXaHWKe OHa 0JHOBPEMEHHO 1 XKNBa, N MepPTBa, KOLLUKa CyLLecTByeT B Cynepro3nuum ns
MEPTBOIr0 1 XXMBOIr0 COCTOSIHUI. [10 TeX Mop NoKa Mbl HE 3arJISHEM BHYTPb ALLNKA, Mbl OOJ/IKHbI
paccMaTpuBaTh KOLIKY KaK CYLLLECTBYIOLLYIO B TPAHCLUEHAEHTHON HeonpeaenéHHoCTU. Mbl MOXEM NNLLIb
YTBEP)XOaTb, YTO €CThb onpeaesiéHHas BEPOATHOCTb, YTO KOLIKA »KMBa, 1 onpenesiéHHasi BeposTHOCTb, YTO
OHa MepTBa. ITO Ha3bIBAETCHA aMMNINTYA0 BEPOATHOCTU.

ITOT NapafoKC MOXKHO MCMN0Jb30BaTb AJ1 TOro, YTOObl AaTb NOHATME 0 KybuTe. Kybnut — 3To Kowka. Ecnm
KOLLKa MepTBa, TO 3TO COCTOsIHME 0b603HavYaeTcs Kak 0, a ecnim xKBa, To 1. Tak Kak KoLIKa HU »XM1Ba, HU
MepTBa, TO OHa HAaXOANUTCHA OQHOBPEMEHHO B ABYX 3TUX COCTOAHUAX. B 3TOM cMbICciie gBa 4ncna (0 n 1)
O3Ha4yaloT UCNoJsib30BaHMeE TOJIbLKO OAHOIro KybuTa. B knaccmvyeckom Buge 3to nsobparkaetcsa gsymsa butamm,
oaunH cumsonusupyet cmepThb (0), a BTOpON — XU3Hb (1).

KBaHTOBbI KOMMbIOTEP MaHMMNYNPYeT KybuTaMn TakuM o6pa3oM, HTO BEPOSATHOCTb N3MEPEHMNSI BEPHOT O
ncxoZa Bo3pacTaeT B NMpoLecce BbluMcaeHuin. HgpopMaLumusa OoJKHa XpaHUTbCS B KBAHTOBOM COCTOSIHUN,
KOTOpPOE M30JIMPOBAHO OT OKpY>KatoLLen cpelbl. Hanny4ywmin BapnaHT Ha CerofHs 3To MCNonb30BaHue
ANEPHOro CNHa — KBAHTOBOI0 aHaslora MOMeHTa BpallleHUs BoJ4Ka, CNocobHOro XpaHUTb MHMOPMaLMIO
OKOJ10 CEeKYHAbI.

KBaHTOBas KOrepeHTHOCTb — 3TO Mepa B3auMOAEeNCTBMS MeXy KOMMbIOTEPOM M OKPYXKaloLenh cpenon.
AnepHbIA CNUH MOXXET HAaX0ANTbCA B OAHOM M3 MHOTMX KBAHTOBbIX COCTOSIHUIA, MH(POPMaLINA O KOTOPbLIX
NMpocaynBaeTCs Hapy>XXy, eC/iM OHUN B3aMOAENCTBYIOT C OKpY>Xalollel cpefo. KBaHTOBble COCTOSHUS
TepsIloT YacToTy, U KaK C/IeACTBUE, TEPSAIOT CMOCOBHOCTb MHTepdepnpoBaTh. IHTephepEeHUNOHHbIe
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KapTWHbI COAEPXXaT OTHOCUTEJIbHYIO MHOPMALIMIO O KOH(UIypaLnum KBaHTOBbIX BUTOB, 1 UMEHHO MO3TOMY
OHU ABNSAKTCA OCHOBOW 60O/IbLUNHCTBA TEOPUIN KBAHTOBbIX BbIYNCIEHWA.

KpunTtorpacdusa

OA4HO 13 HaMpaB/IeHWI KBAHTOBOW KPUNTOrpaumn 3akstoyaeTcs B nepenayvye nHdopMaumnm ¢
NCMOJIb30BaHMEM COCTOSHUI, KOTOpbIE 3alluLLeHbl OT NepexBaTa U NoAc/ayLIMBaHus baaronaps
pr3nyecknm 3akoHam. OnurcaHmne pasimyHbIX METONOB KBAaHTOBOW KpunTorpadun ecTb B cTaTbe [LOMUHMKA

Maitepc 1 SHapio fo «6e3ycnoBHas CTONKOCTb B KBaHTOBOW KpunTorpadum» 3]

B 3Tol cTaTbe OCHOBHOM MPOTOKOJ1 OCHOBbLIBAETCS Ha MPEeArnooXXeHUsX, BbloBMHYTbLIX B 1970 roay C.
BucHepom n Y. beHHeToM 1 XK. bpaccapaom B 1984 rogy. [na Toro 4Tobbl NOHATHL Kak 3To paboTaeT,
paccMOTpUM Criefyowmnn npumep:

MycTb Annca — otnpaBuTenb, a bob — agpecaTt. Anmca MOXKeT NoCbiIaTb POTOHbI C OAHON N3 YeTbIPEX
BO3MOXXHbIX noasipusaumnn: 0, 45, 90 nnu 135°. Monsgpusaumsa o3HavdYaeT, YTO IJIEKTPOMArHUTHOE none
hOTOHa OPNEHTUPOBAHO B onpenesiéHHOM HanpaBieHNN, COrTaCHO KBAaHTOBOM MEXaHUKE, LeTEKTOP MOXET
pacrno3HaBaTb (poTOHbI ¢ nonspusaynen 0 n 90° nnm 45 n 135°. Tak Kak 3TN COCTOAHUSA HEN3MEHHHbI,
HEBO3MOXXHO pacno3HaTb 0b6a Tuna 04HOBPEMEHHO.

YT06bl LOrOBOPUTHLCA O KJItOYe, Annca nepenaéTt ceputo POoTOHOB CO CJIy4YalHO BbibpaHHOW nonspusaumnen.
Onsa Kakgoro us potoHoB 606 Npon3BosbHO BbiIbMpaeT BuA nsMmepenunsa (0-90° nnm 45°-135°), a 3atem
3anncbiBaeT pe3ysbTaT, coobliaeT AnmMce o TOM Nopsaake, B KOTOPOM OH MPOM3BOANS U3MEPEHNS, a Ta
rOBOPUT €My, Kakmne namepeHuns boiam sepHbiMu. i Bcex namepeHnin Annca n bob BuinncobiBatoT psag
eQuHWL, N HYJIEN B 3aBUCMMOCTU OT TOro, 6b11 i nocnaHHbIA curHan 0 u 90° nnm 45 n 135°. 3T10oT psaa undp
B Ja/IbHENLIEM N NCMNO0JIb3YeTCA KaK KJtoY. Tak Kak, COrjlaCcHO KBAHTOBOW MEXaHNKE, HEBO3MOXXHO
HabnogaTb Kakoe-nmbo COCTosIHME, HE U3MEHUB €ro N He MOMEHSAB Nosspulaunto, Ntobon, KTo 3axodeT
rnepexeaTuTb cooblleHne, N3IMEHUT K NepefaHHble POTOHbI, Mocae Yero y Anncel ¢ bobom yxe He byaeT
0OMHaKOBOro kit4da. OTKpbITo 06CcyamB ciy4anHo BbibpaHHOE MOAMHOXXECTBO Lngp K4ya, Anvca n bob
MOryT NPOBEPUTL, HE MepexBaTbIBalOT /N X coobueHnsa. YbeomnsLLnch, 4TO BCE B MOPSAKE, OHN MOTyT
NPOOO/HKNTb NepefaBaTbh UHOPMALNIO, 3aWLNGPOBAHHYIO 3TUM KJTHOHOM.

KpuntoaHanus

B npouecce noncka HOBbIX KpUNTOMETOA0B B 06/1aCTV KBAHTOBOW KpMNTorpadmun oTKPbIINCbL HOBbIE
BO3MOXXHOCTU. Tak, Hanpumep, C €€ NMoMoLLb0 MOXXHO 3a 0603pMMoe BpeMS HaTW NMPOCTble OeNNTeNN
60/1bLIOro Yncna, 4To AeflaeT HecoCcToATeNbHON KpuntocncteMy RSA. K cyacTblo, HemsBecTeH NMogobHbIn
aJIrOPUTM KJlaCCUYEeCKOM MHpopMaTUKKN. Ha TeKyLMA MOMEHT OAHUM U3 CaMbIX BbICTPbIX KNaCCUYECKNX
KOMMbIOTEPHLIX aJITOPUTMOB Pa3JIOKEHUA YNCSIa HA MHOXKUTENN SBNSAETCS PELIETO YMC/10B0ro r10Jis. UM
MO>XHO MPON3BECTN Pa3sioXKeHMe Yucsa 3 X ungp Ha MHOXXMTENN 3a BPEMS, IKCMOHEHLUMabHO pacTyLlee
Kak X B cTeneHu 1/3, B TO BpeMs Kak nociefHne KBaHTOBbIE aiIrOPUTMbl TeopeTUYeCKn No3BONISAIOT
pasfnaraTb YMC/ia Ha MHOXXMTENM 3a BpeMs, MPonopLMoHaibHoe X2, NpoLle roBops, KBaHTOBbLI KOMMNbIOTEP,
BbINOJIHAOWMIA BCero 100 BbIYNCIEHNIN B CEKYHAY (4TO 04eHb MaJio) pa3oXKina 6bl Ha MHOXXUTENN YNC0 N3
100 undp NpuMepPHO 3a 2-3 MUHYTHI, B TO BPEMS Kak CerogHsa camoe 60sbLloe 4nucno, Korga-nmbo
pa3/IoKeHHOEe Ha MHOXUTeNNn, nmeeT 155 3HakoB, a caMo pa3noxeHune noTpeboBano coBMeCcTHOM paboThl
292 KOMMbIOTEPOB B TE€YEHNE CEMN MECSLIEB.

CM. TakXxe

e CTeraHorpacus
e PGP

NMpuMmevyaHusn

1. T Wndp — cncTtema yCNoBHbIX 3HAaKOB, MPUMEHAEMas A1 CEKPETHOM Nepenuckn anniaoMaTmnyeckmx
npeacTaBuTeNEeN CO CBOMM NPaBUTENbLCTBOM, B BOOPYXXEHHbIX CUJIax A8 nepefayn npukasos,
pacrnopsi>XeHun, goHeceHun. LLngpom Takxe HasbiBaeTca Nobaa nHhpopmaums, nepenaBaemMas B
3aKpbITOM BUAE C LeJIblo CKPbITh OT MOCTOPOHHMKX a3 eé cogepxnmoe. O6bIYHO W poBaHme
MPON3BOANTCA 3aMeHON ucxoaHbix 6yks, pa3 nam nx 4acten nHoiMn 6yKkaBsmMum nnm KombmHaunamm,
COCTaBJIAOWMMUN KJIOY LN pa, KOTOPbIX MOXXET ObITb HECKOIbLKO U aJIrOPUTM UX MPUMEHEHUSA MOXET
pasnuyaTbCs.

KTo Tak 1 He noHs: 3To wngp Liesapsa co cmeweHnem Ha Tpu ByKBbI BMpaBo.

2. T paxke npu cnabom kioYe 3TO O4eHb 40JIr0, BECbMa AOPOro U Npu AJIMHE aCUMMETPUYHOI 0 KJlto4a
6onee 1024 6uT Noka He peaansyemo, Beaylime KpUnToaHaINTUKK FrapaHTUPYIOT 3TO

3. T Unconditional Security in Quantum Cryptography
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