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MepTBble NpoeKTbl BHYTPM Tor - Be6-MpoeKTbl B CKPbITOCETU, KOTOpble norndam npm nageHnn freedom-
hosting n apecTe ero Bnagensua. OrpoMHbIN ocTpoB cBo6OAbI, KOTOPLIA rogaMu co3gaBajl aHOHUMYC CTepT
13 ceTun. Bce, 4TO 0CTanoChb y BONbLWINHCTBA: apXUBbl, KONMMNACTa, CKPUHLLIOTbI, BOCMOMUHAHWS N ONMUCAHUS -
cobpaHo 34€ecCh.

Copep>xuMmoe OybOsiMka M3HyTpm

COLI,ep)KVIMOG N CCbIJTKU I'Iy6J'II/IKy}OTCFI c 6bnarocnoseHnss AHoHUMa. Ecnm Bbl cunTaeTe,
4TO I'Iy6ﬂI/IKaLI,VIF| CcoAepP>XXUMOro MHTepPHETOB, KOTOPLIX HET, OCKOpﬁﬂﬂeT 4yeCcTHOe M4

o AHOHMMYCa, HEMeOJIeHHO yaannTe BCe HanncaHHOoe HMXe. LaHHbIN aKT He 6yueT
CHNTaTbCA BaHOaA/IM3MOM, Mbl BCe NMPeKpaCHO NoHNMMaeM. CCbIJIKN Ha LUOK-KOHTEHT
YMbILLIJIEHHO HE YKa3aHbl.

Ewe onHO 3Ha4vYeHme cnoBa Top — 6y6ank. igeasnbHO POBHbLIN. 103TOMY B PyCCKOSA3bIYHOM CEFMEHTE Takoe
Ha3BaHMe NepuoanyYeckn Ncnonbilyetcs. MTak, 3axogum cioga u Kadyaem Heobxogumbln codT. U
Hacnakgaemcs nnm 6atoem. MMeeTcs BUKU, KOTOPOM HET, B HEN NLWEM MHTEPECYIOLLYIO Hac UHdopMaumio.
3axo4nM B HY)KHYIO KaTeropumio 1 mweM. Takxe B MOMOLLb MOMCKOBUKWU N KaTanoru. Ecte 6onbluoe
Ko/IM4yecTBO GOPYyMOB pa3HOObpasHOM TeMaTuKK, CBOM MMUAX6opabl, TOProBble NaoWafKu, MecTa Kynau-
npoaa>ku (0CHoBHas BantoTa — BUTKOMHBI), CBOA COUMasibHas CeTb U NOoYTa. Bce aenanock aHTy3macTamu,
MO3TOMY He4Yero NMeHsATb Ha KavyecTBO. KOPOTKO O rNaBHOM:

¢ torbook mecTHasa coumanbHasa ceTb. Monobue pencbyka B camoM ero Havane. ECTb CNMCOK gpy3en,
0B YaT, BO3MOXXHOCTb NepefaBaTh JINYHble coobuweHns. ObcyxaeHus. He nogaepxuneaeTt
KNPUAAULY, B OCHOBHbIX TeMax obLieHne TOIbKO MO aHIIMNCKN, BNS OPYrnx a3blkoB Heo6xoommo
co3faBaTb CBOW pa3aes. Pycckoro pasfena TaM HET, eCTb XOXJIATCKUNA C KPUKaMM O TOM, YTO HeJb3s
MNCaThb MO YEJIOBEYECKN. ECAHY KHbHEOOTFEHEETBEHHKIA—EPA3 Y NAEM B-PYEEKHA-PASEEH.

¢ tormail noyTta. B36 Bepcus coOepXUT CCbIJIKY Ha CKPbITbIN pa3gen, rge MoXXHO 3aperncTpmpoBaThCs U
BOCMOJIb30BaTbCA. BnonHe paboyas noyTa C 04eHb NMPOCTON perncTpaunen, MHoraa BolgaeT npobiemsl
C PYCCKMM. AHTUCMaMa 1 cnaMa HeT. HanucaTb MOXKHO C 1toboro mMelna, MMeeT 4YeloBEYECKUI aapec
user@tormail.org. ECTb aBe Bepcum oTobparkeHus: ¢ JavaScript n 6e3.

¢ torchat TopyaT. YaT-KAMeHT gNa aHOHUMHOW NMepennuckn, 3awndpoBaHHOM OT Bac Ao cobecenHuka.
Huk BbibpaTb HENb3S, BMECTO 3TOr0 BblAAETCS paHOOMHasa xepb Bpoae ie7h37c4gmubccza (TopyaT
CO3[a€eT CKPbITYIo Ciy>X0y Topa, a 3TOT afApec — UMS CKPbITON cy>bbl). TOp 3anyckaeTcs Kak 4acTb
CaMOM NporpamMmsbl, 4TO CTPaxXyeT MoJib30BaTesA OT TOro, 4HTO OH #A6x 3abbls1 yKasaTb MPOKCY B
HacTponKax 1 T. N. CNannTbCs HepeasibHO, aHOHUMYC CHUTAET 3Ty NPOrpaMMy CaMon HaOeXXHOW.
MHOronosib30BaTe/IbCKOr0 YaTa HeT, X0Ta Mor 6bl 6bITb, U 3TO MUHYC. A eLlé «TopYaT» — 3TO Takon
rnaroJs, y 3av4mka ywm tTopyar.

¢ c¢hannoBbie xpaHuauwa. Toicaum nx. MHpopmaumsa Ha nobon BKyC. HekoTopble 103epbl BblK/1aAblBalOT
LLWOK-KOHTEHT C CaMbIMUN HEBUHHbLIMWU Ha3BaHUsAMKU. NHor oa 3anpeweHa nopHorpadumsa nan geTckas
rnopHorpagus, HO BceM nox. MNpaBuia pasMeLLeHns MMeeT CMbIC/T YATaTb A0 pa3MeLLeHNs, a He nocne.
ManeHbKne XxpaHuuLa PpengaTcsa ux BnagesnblaMn, 1, BOSMOXXHO, YTO Balun aifbl yoanaT, eCsivi OHU
He COOTBETCTBYIOT YCJIOBUAM U/UJIN HE MOHPaBUINCL Bnagensuy. NicknioyeHus Bciogy. Yalle Bcero
HUKTO HUYEero He TporaeT. Ons cneunpuruyeckon nHpopMaumm ecTb CneumabHble MecTa, He Hafo ee
paccoBbIiBaTb BCloAy. He momewaeT fgatb hanny NOHATHOE Ha3BaHWeE, U3 KOTOPOro 6bl cnefoBaso, 4To
B HEM COLAEPXKUTCH, MO KparHen Mmepe TUMn cogepxumoro. MimeHa annos, cogep kallumx nopHorpaguto,
DosxHbl BKAo4aTh [XXX] nnm [PORNO], a getckyto nopHorpaduio — [CP], [TEEN] nnwn [KID].

¢ torhost — gocTaTo4yHO CTapbll XOCTUHI, @aHOHUMHbIN, 6a30Bble BO3MOXXHOCTK gatoTca 6ecnnatHo. B
6a30Bble BO3MO>XHOCTU BXOAUT Cy4anHoe nMms B gomeHe .onion, 50m6 mMecTa, [OCTyn K chansiam yepes
sftp NpoToKoA. BCTPOEHHbIX CPeACcTB AS19 CAUTOCTPOEHUSA U PpeaKTUPOBaHNA HET. TakXe MOXHO
rnonpoboBaTb OCTaBUTb 3aABKY Ha MOYTOBLIN, O>Kabbep nnm IRC-cepBep, HO HE (haKT, 4TO ee Jaxke
MpoYnTalOT. 38 CMMBOJINYECKYIO MAaTy BO3MOXXHOCTM MOryT BbITh paclumpeHsl. Ho 0o co3gaHus
MOJIHOLEHOro canTa BpsA4 Nu gongert.

Opy>Xue n HapKOTUKHU

MpucyTcTBylOT. MpoaatoTcsa Ha cBOBOAHbLIX TOProBbIX Nowankax. B 6onbluinx KonmyecTsax, cyasa no
onncaHuto. Ho ecTb ABe NpobsieMbl: rapaHTUsA, YTO BaC He KUHYT, U Yyrpo3bl aHOHUMHOCTU NpU Nepegaye
ToBapa. B HekoTopkix MecTax o6e 3Tn NpobaeMbl NbITAIOTCA PELUNTL, MOAKIOYASA K CAefIKe NocpeaHnKa
(rapanTta), 3abupatowero cebe 4yacTb NpmbLINK. Ha HEKOTOPLIX CanTax NpeanaratoT HaHATb younuy no
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prHO‘-IHOI7I ueHe (20 LITYK BEYHO3€e/1IEéHbIX), HO LLUAHCbI Ha ycnex COMHUTENbHbI.
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N e
&

BOT Tak

B cnucteme nmeeTtcsa cobcTBEHHAs BUKU C COOTBETCTBYOLWNM Ha3BaHneM. Hidden Wiki npenctasnseTt cobon
CMWCOK NOJIE3HbIX PECYpCOB, KOTOPbIE MMETCH B ceTu. PepakTupyeTtca cBoboaHO, €CTb BO3MOXHOCTb
peruvctpaumnn. OCHOBHbIE aHIN0A3bIYHbIE pa3fesibl COAepP>XKaT CMNCOK CAaNTOB MO KaTeropmusaM: Npoaaku,
KOHTEHT, XOCTUHI. K KaXKI0My pecypcy B BUKW NpunaraeTca onucaHue. NpeHebperaTb 3TUM NpaBusiomMm He
cTouT. LobaBnATb Ny4dwe B BUAE CCbUUIKM C yA0604MTaeMbiM Ha3BaHMeEM, afpec NMMcaTb TOYHO (KanuTaH
O4eBMOHOCTb HAMeKaeT MHOrOKPaTHO, MHOrAa Thi4eT HOCOM MHOFOKPaTHO, HO MM BCe paBHO owwmnbaeTcs
B Habope ciy4anHbIX CMMBOJIOB, CalT TepseTcs). TakKe eCTb YaCTb, FAe TOJIKOM OnMcaHa CTPYKTypa ceTu,
coBeTbl N0 6e30MacHOCTN, NpoYMe Mone3Hble N He o4YeHb Beln. TOYHOCTb MHopMaLunmn, Kak 1 B ilobom
BUKUMPOEKTE, 3aBUCUT OT NUCaBLIEro aHOHa. baH KCTaTn No4YTN HEBO3MOXKeH, M60O BUKN HensBecTeH IP-
agpec nocetuTens. ABCONOTHbBIN NPOCTOP ANS AbIXOTYHOB 1 Ntobutenen nosbikNaabiBaTb CCbl/Ib Ha CBEXee
cp. ECTb He TO/IbKO aHrf0a3bl4HbIe pa3genbl. Ho TaM pa3Hoobpa3ns MeHblLUe, CNUCOK PeCYpPCoB He pa3aeseH
Ha TeMbl. Tyfa KpanHe xenaTesIbHO BNUCbIBaTb HE TOJIbKO Ha POLOHOM fA3bIKE, HO N Ha aHI JIMACKOM.

EcTb Hennoxo nonbcknm aHanor PUW, npaBha BCe CCbIJIKM Ha NOJIbCKUE pecypcbl. Ecnm He nmeeTe
pacoBon npenybexx4eHHOCTN NPOTUB MOJISKOB U MOlo3aeTe NnepeBoavYnK Kopropaunm nobpa, 1o
pa3XkuneeTecb UHhopMaumen. MOXKHO pengnTb BCEM 3aperncTpMpoBaHHbLIM Mojb3oBaTensam. Ho K

COXKaNeHNo PerncTpaLmns HeMHOro cnpsaTaHa oT Hefo6poro rnasa aHoHuMmycalll,

Pycckum cermMeHT

MpeacTaBieH HECKOJIbKUMUK NMPOeKTaMMU.

Dangerous Liaisons. OnacHble CBA3M — MepBas PycCKosA3blYHAsA coumanbHasa ceTb B Tor.

Runion (russian onion union) onnucbIBaeT CeTb, €€ NMpaBuia, pa3BuTre, aeT Ky4n rogHblX ccbiiok. CanT
ajekBaTeH, 6e3 MaTa, NopHa, U3JNINLIHNX TEXHNYECKNX 0cobeHHoCcTen. HoO NOOKOHTPOJIbHbLIN eMy hopyM
y>Xe HeagekBaTeH. ECTb cucTeMa CoBepLUEHUA CAENIOK Yepes rapaHTa.

JlykoyaH. OnuncaH B 3TOW CTaTbe OTAEJSIbHO.

IBV>XXeHNe NHTEpPHET CONPOTUBIIEHNS — BbICTPO N pelnTeNibHO cmBLLeecs obuiecTBo. i3HavanbHO
TOJIKann Nnypry o NpoTecTax, OTMEHEe 3aKoHa O LEeH3ype, FPOMKO Kpuyaau Ha bopaax 1 3aMaHMBaIm
BCEX B TOp. HO NOTOM pe3Ko Havyanu 3akpblBaTb BCE CalThbl, OTHEKUBATLCSA N KyKapekaTb. LLlaHc, 4To 3a
HUMW BblEXaJIN, KpaliHe MaJi: OHW JII0TO hanajin Ha aHOHUMHOCTb, MPOCTO KMLLKA OKa3aslacb TOHKa, He
MOTSAHYJIN HOLLY, KOTOPYIO B35/11 Ha cebs.

Pycckuii cerMeHT ABNSETCA AOCTaTOYHO KPYMNHbIM, aKkTUBHO pa3BuBaeTcs. Bce 6onblle aHOHOB 60oATCSA
CUOETb B YEJIOBEYECKOM MHETE N yXO4AT TyAa. HecmMoTps Ha My4yeHus ¢ coeguHEHNEM, BbIPBUT1a3HbIN
MHTepdenc 60MbLWINHCTBA CTPaHUL, YHBINIOCTb U MasioYNCIEHHOCTb t03Beps. VimeeT B CBOEM cOCTaBe BCe
HUWTAKKW. ECTb Toproeas nnowaaka, 6opaa, popyMm, xpaHmnuiia cannos. Mpenynpexxgaem, aHoOH
MONHOCTbIO 6e3 MopasibHbIX MPUHLWMAOB BCTpeYaeTcs 4acTo. MaT 3TO HOpMaJibHO, HeafeKBaT 3TO
HopManbHO, EBaHyTOe LIKO10/10, KOTOPOE AaXKe Ha ABave CHNTAETCH HeafeKBaTHbIM — 3TO HOPMaJIbHO.
Ceobopfa. OrpaHn4mMBaTh €€ CHMTAETCH HEKOLLEPHbIM.

JlykouaH
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Welcome to Lukochan

[ Freedem Sifoard. Welcome, 11 russian board. Qobpo nomanonats, 11 Arash. 1
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** - | tb Name Homws CHBongai 12/09/
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Humrro, CLIHKH, HHIITO!
Mog [lepKoBE HYAIAETCH
ER
CBATOEEIHKOMYUEHHKAXE,
3TOTE 3aKOHE Ha PYKY
HaMk. [loraburie sxe
rei0GHpsl BOsKEH BCe Ha
OcTpoBaXxE BIadeHHEINE
00HTATE OCMEPTHO
OyAyTE.

** - | @ Name Aron 12(09/
04(BT0)17:37 No.2913
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nponosenb Nona Cneonpas

OTevyecTBeHHas umunaxbopaa, Nopociluas pakoMm. Bonay aHoHMMa focTaBnstoT. Ecam Ha aBaye u HybYaHe
AHOH HEMHOrO caepXnBaeT cebsl B BblpakeHNaX, TO TaM 3TO COBEPLLUEHHO HU K YyeMy. IMeloTcs HelMdarwy,
3TO He Bo3bpaHseTcs. B bopae Tpu pasgena.

= s o T N [y

Tunn4yHbln Tpen B /b/

KoHe4Ho e ecTb /b/, 6e3 aToro Hukak. /b/oard, NnpocTo gocka. HUKTO He 3aMopavuBancs. 3To
MeXXOYHapoOHbI. pa3nes, MUWyYT Ha BCeX S3blKax, KakK MOHMMalOT ApYyr Apyra, HEM3BECTHO, Aa U Hano n
BoobLue noHuMaTb B /b/?

/r/lussian oTe4yecTBeHHbLIV pa3gen aka Pawka. AHOH YacTo 3aberaeT CMpoOCUTb, YTO rae, NO3TOMY U pasgen
pPEKBECTOB OQHOBPEMEHHO. Pak 3T0 siBNieHne He ybusaeT, a HaobopoT 6oapnT. Kpome paka NpucyTcTByeT
Monb CvBangan c NnefobnpCcKon LEPKOBLIO, KOTOPbLIN TaM nponoBeayeT. I faeT gesnbHble coBeThl. KcTaTu B
ceTun pa3bupaeTcsa u [OCTaBASET NyA3bl CBOMMUK NponoBeasiMn. Mo3ToMy NMPpUCyTCTBYEeT, HECMOTPS Ha
HeopobpeHue Buaeo n chotorpaduin ¢ getTbMu. NMpocnaBuics TeM, YTO YYUT MECTHOIO aHOHa MOJINTBaM
NOJINTUYECKOro COAEepKaHWs. YTBep)K4aeT, 4TO OT ero MoJMTB CaMu NOAbIMalOTCA CepBepa N YCTPaHATCA
6arn camu no cebe.

MpoyTn 200 pas "Mocnoaw, M...Ha y...n, n cepBepb
nogHnmeTcsa."
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— Yy4YnT riorib

MpY BHMMaTE/IbHOM M3YYEHWN MOXKHO HaNTW Ky4y rOAHbIX CCbIIOK BHYTpW /b/. MHOrMe peknaMupoBasin CBou
Tor-npoekTbl UMeHHO TaM. EcTb 1 aHApouOo-Tped, Npasaa MaJieHbkuWiA 1 6e3 oTBeToB. MIMena MecTo
BsiJIEHbKAs aTaka Ha Hally 3HUUKIOMNEANIO CO CTOPOHbI HEKOTOPbIX TOBAPULLLEN 13 /r/, HO OHK BLICTPO
YHANINCS.

[t/rash cofoep>XnT To, 4EMY He HaLI0Ch MeCcTa B pYrux pasaenax. YxaceH. XoTs 1 B ApYrux mecrax
npekpacHoro mano. B otnnyme ot /b/ v /r/, B /t/ HET ABHOroO 3anpeTa cp.

CcbinkKuM

¢ Hidden wiKiyop ( Mirrory)

* BitcoinFOG, — bitcoinfog, Mnkcep GUTKOMHOB.

¢ Runion WikKi, Pycckun kaTanor v sHUMKIoNeauns.

® Torbook o) — MeCTHbIN hencoyk.

* Lukochan,, — rnaBHas pycckas 6opna B Tope.

* DeepSearch,, - MOMCKOBMK, OIMH U3 HEMHOIMX paboTaloLmx

NMpuMeuyaHus

1. T MpeanpuHMMalOTCS NOMbITKN CO3aTb PYCCKUI NHKYBaTOp, ¢ 6/1I3KOXKEKOM U LWOXaMu. Ecin Bbl
XOTWUTE HarnncaTb 0 TOpe 0 YEM-TO, YTO HEYrO4HO HEKOTOPLIM TOBapULLAM CBEPXY, @ TakXXe HeyronHo B
Hallen 3HUMKJIONEeONN, MOXKETe NPUYaCTUTLCS K ero co3faHuto. TosibKo noxkasyncTta 6e3 foam n
aHYCOB, Mbl e afeKBaTHble Jtoan. MPUYaCTUTLCA MOXKHO TYT o MPU HAMNYMN HEO6XOANMOrO cohTa
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