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OkHo nporpamMmmbl Xiao steganography

CteraHorpadma — 3T0 HayKa O CKPbITON Nepefadvye MHGPoOpMaLnUmM NyTEM COXPaHEHUA B TallHE CaMOro
hakTa nepenayn. NaBHasa 3afadva coenaTb Tak, YTOOblI YeNoBEK He MOA403PEBas, YTO BHYTpU
nepefasaemMon nHopMaLmnn, He NpeacTaBAAOWEN BHELHE abCOMIOTHO HUKAKON LLeHHOCTU, COAEePXKUNTCS
CKpbITas LeHHas nHpopmauunsa. TeM cambiM cTeraHorpadus no3BossgeT nepefaBaTbh CEKPETHYIO
MHGOPMaLNIO Yepes OTKPbITblE KaHabl, CKpbiBas caM hakT eé nepepayvun. Kpuntorpadpusa 3awmuwaeTt
coobuieHune, fenas ero 6ecnosesHblM B CJly4ae nepexsaTa, a cCTeraHorpadumsa CTpeMmTCa caenaTtb caMmy
nepepadvy coobuieHns ckpoiTon. Kpuntorpadusa n cteraHorpadumsa MOryT NPUMEHATbLCA BMECTe: Toraa
coobuieHne cHavYaNa WndpyeTcs, a NOTOM CKPbITHO NepefaeTcs. Ecam npuMeHATs kpunTorpaduio 6e3
cTeraHorpadum, To oCTaeTcs pUCK, 4To HabnoaaTenb, NepexsaTUBLLNIA CoobLLIEHME, CMN0N 3aCTaBuUT
oTMNpaBuUTENsa UK NoJlyHaTensa ero pacwmdpoBaThb.

KoMnbloTepHana cteraHorpacgpuna

B

Buovwb HAWY? K 3TOM KAapTUHKE MPUKpPErJeH apxus ¢ imagecrypt. Tbl MOXXeLlb CKa4YaTb €ro u
BOCMOJ/1b30BaTbCS, HO 3TO HE MO-MY»CKMU

Hanbonee 4acTo oNa COKPbITUA MHMPBbI NCNONL3YIOTCA rpadunydeckne dannbl. CylecTByeT MHOXXECTBO
pa3HbIX MO CBOEN CJIOXKHOCTN METOL0B COKPbITUA, HO Hanbosiee NPOCTbIM SIBASETCA TakK Ha3biBaeMbli METOL
6uToBbIX NMJIOCKOCTen. CyThb €ro 3akJyaeTcs B caenytouieM. Kak nssectHo, nioboe nsobpaxeHme
npeactaBnsieT cobo COBOKYMHOCTb ToYeKk. Ka)kaas To4ka LBETHOro n3obpa>keHns KognpyeTcs
KoMbunHauven ns 3-x 6anT, 3agatowmx yposeHb KpacHoro (R), 3enénHoro (G) n ronyboro usetos (B) — RGB.
Ecnuv B 3TOo KOMBUHALNM U3MEHUTbL CaMbliA MOCeAHWUA BUT, UK Napy — TPOWKy 6UTOB, LBET XOTb U
MOAYYUTCH OT/INYHBLIM OT UCXOLHOIO, HO HAaCTOJIbKO HE3HAYNTENbHO, YTO Aa)Ke CaMbIl OCTPbLIN FNa3 He
3aMeTUT HMKaKOM pa3HuLbl. ITO U NCMNONb3YeTCA AN TOro, 4Tobbl NyTEM U3MeHeHNs BUTOB TOYEK BCTPOUTb
B n306pakeHmne nobbie faHHbIE, KOTOPbLIE NPEeABapUTESIbHO eLLLé 1 WNPYIOTCA, NOC/e Yero MOXKHO
CMOKOMHO nepefaBaTh TaKylo KapTUHKY (cTerogais), He NpeacTaBAAOWY0 HUKaKon LeHHocTu ansa ®Ch,
LLPY, M6, Moccafa (Hy>XHOe NOOYEPKHYTb) Yepes3 OTKPLITbIN KaHal. CTerogann Henb3sa obpabaTbiBaTh B
rpam4eckoM pefakTope Kak KapTUHKY, MHa4ve cKpbliTasa nHpopmaumsa moxeT bbiTb paspyweHa. C
OCTOPO>XHOCTbIO UX HAZO 3arpy>XaTb Ha (pansioBble XOCTUHIU, MOCKOJIbKY OHWU TOXXE MPU 3arpy3ke MoryT
obpabaTbiBaTb N306parkeHms.

HepocTtaTkoMm MeTona 6UTOBbLIX MJOCKOCTEN ABAAETCHA TO, YTO 06BLEM BCTpanBaeMbIX AAaHHbLIX HAMPAMYLO
3aBMCUT 0 pa3Mepa n3obparkeHus, Yyem bonblue pasmep, — TeM 6onblle AaHHbIX MOXHO B HErO BCTPOUTb.
Kak BapmaHT pelweHuns 3Ton npobsembl AaHHbIE BCTPAMBAOTCS B pa3finyHble ciy>xebHble nons un
rnepemMeHHble hopMaTa, HeobsizaTeslbHO rpaduydeckoro. O6bLEM TekCTa MoXKeT BbITb NpakTU4eckn ntobuim,
HO nopobHas BCTaBKa 04eHb N1erko pasobsiavyaeTcs, [OCTAaTOYHO MLLb MOCMOTPETb 3Ha4YeHUs cyXebHbix
nonen. Meton GUTOBbLIX MIOCKOCTEN MOXKHO 0OHapPYXNTb, UCMOMbL3YyS CTaTUCTUYECKMe MeToabl. Ecnn
MpoBepsTb CNeunasbHON NporpaMmMon Bce n3obpa)keHuns, cpean KOTOpbIX MOXKET OKa3aTbCA cTerodansi, To
€ro MOXXHO HaunTw.
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BerD esencTii ST HRT; noonuoeae 2l Gar M Beta

B HacTOAWMN MOMEHT €CTb MHO>XECTBO MPOrpamMM, KOTopble CMOCOOHbI Co34aTb cTerodansibl N3 KapTUHOK,
mp3-danaos 1 hannoB pasanyHbiX GOpMaToB BUAEO. TakXe eCTb A0CTAaTOYHO NpocThie crnocobbl caenaTb
CTerokoHTenHep 6e3 y3kocneunannsnpoBaHHoro codta. Ha ewe TomM gBayve npakTmukoBancsa popmar rarjpg.
Mpn 3TOM apXMB N KapTUHKa NPOCTO CKAEMBAJINCL, apxmBaTop obpabaTbiBaeT apXxuB, a MPOCMOTPLUNK
n306pa>KkeHnn — KapTUHKY. Hnyero He Nogo3peBatowMin aHOHUMYC BUOUT KapTUHKY, TOT KTO 3HaeT 0
CKPbITOM COOEPXKUMOM, OTKPbIBAET apXMBaATOPOM. Takme cTerokoHTenHepbl 6e3pasmMepHbl, HO NPY MOMNbITKE
3aCYHYTb CJINLLUKOM MHOMO TakKyl KOHCTPYKLMIO BbIAACT pa3Mep. Takxe CylecTByeT MHOXXECTBO CKPUMTOB
02151 NOUCKa.

Tak>Xe B Ka4eCTBe CTErOKOHTENHepa MOXXET NOCAYXUTb KHUra B popmaTe epub. dopmaT npencraBnaseT
cobown zip-apxmB C ynakoBaHHbIMUK Tyaa parmeHTamu. NMpocMoTpLumk obpabaTbiBaeT aibl ornaBieHus,
CTUAN U3 Tabanubl cTnnen, KapTUHKM 1 xhtmi-channel ¢ conep>xnmbiM. Mpu 3TOM OH UFTHOPUPYET BCe halibl,
Ha KOTOpble HET CCbIJIOK 13 (halnsioB C KOHTEHTOM. [106aBUTb MOXXHO BCE, BKJII0YaA UcnosaHsaeMble dhalibl
MPorpamMM 1 apxuBbl. Takue CTErOKOHTENHEPDI JIEFKO BbIYUCAAOTCSA MO 06beMY AaHHbIX, KOTOPbIA SIBHO
npeBbiLaeT 06bemM HeobxoanMbIN N5t KHUTW. Tak>Xe faHHble B HEM ByayT NOTEpSHbI NPY KOHBEpTaLUn niau
aBTOMaTUYECKOW ONTUMM3aLUUN KHUTU. HO MpOBEPKY Ha LLeNIOCTHOCTb OHW YCMELIHO NPOXOAAT. JJaHHbIR
BapWaHT HeENpUMeHUM K hannam copmaTa docx n odt.Mpu Hanu4Ynm BCTPOEHHOro Tyaa canna,
MPOCMOTPLUNK NN TEKCTOBLIA PefaKTOpP BblAAET NMpeayrnpexaeHue.

Bonee cepbe3sHble NOAENKM, KOTOPbIE N3MEHSAIOT Maagwme 6uTtol rgb-nannTpbl, UMEKT Cepbe3Hble
OrpaHuyeHns Ha pasMep CoOAEPXXUMOro, Npy 3ToM obecrneymBatloT Bosiee HafEeXXHYI0 CTeraHorpaduio.
OnHom 13 Hambonee NonynapHbIX NporpaMm sensgeTcs steghide. NporpamMmma He o4eHb yaobHa n3-3a TOro,
4yTO TpebyeT NCNOJIb30BaHNA KOMaHAHOW CTPOKK. B HacToswee BpeMs pa3paboTaH u rpacunyeckuin
MHTepdenc, KOTOPbIN panpocTpaHsaeTcs oTaenbHOo. bonee cepbe3sHbiM NCTpyMeHTOM sABnsieTcst OpenPuff,
KOTOPLIA UMEET BO3MOXXHOCTb paboTaTb C pa3HbIMU hopMaTaMn KOHTENHEPOB 1 MO3BOJISIET NCMOJIb30BaTh
HeCKoJIbKO KntoYyen. Cnabasi nonoBnHa aHOHMMYCOB (Aa, Aa, Ta CaMas y KOTOpOoW Abipa B MPUYNHHOM MecTe)
obnoboBana ImageCrypto, HebobLLYIO 1 MaNoOMONySPHYO NMPOrpamMMKy Ha Java. [pMYnHa NpocTta — HET
HeobxoAMMOCTUN CO3AaBaTb TEKCTOBLINA halifl OTAENIbHO, MOXXHO MOCTUTb MPSMO B OKHO MNPOrpaMmbl, pPsiaoM
BBECTM Maposib. TakXKe Cpa3y NOKa3blBaeTCA EMKOCTb KapPTUHKU-KOHTeNHepa — HET HeobxooMmMoCcTH
ragaTb 0 BMecTumMmocTu. Ha ocHoBe ImageCrypto B nonmTtade 2ch.hk Ha HENOCTOSIHHOM OCHOBE CyLLEeCTBYET
TAHCKUIN cTeroyaT. Takon e, Tosbko 6osiee fOXNbIN CyLLEeCTBYET B KpUMTaye.

KoMBMHNpPOBaHHbIE CTErOKOHTENHEPbI. ICNOb3YIOTCSA NPW HaIMYMK Yrpo3bl MOUCKa cTeraHorpaumn B
onpepneneHHoM Tune ¢annoB. Tak KOMOMHNPOBAHHLIA KOHTENHEP MOXKET NpencTaBasATb cobon KHUry epub,
KyZa BCTpoeHo nsobpakeHune co cterocogepxmmbiMm. Onsa 6onblien 6e30MacHOCTM CTErocoaepXxnmoe
MOXKeT BbITb YaCTblo 3apaHee NoAroTOBJSIEHHOW UAKOCTPaLUN.

Desudesutalk

KO3epcKpunT, HaNMCaHHbIN KyknodaraMmu Ans peanmsaunm cteraHorpadmm nocpeacTBoM KapTUHOK. 3a
OCHOBY B3fiTa NporpamMmma F5, Takxe nobaBneHa BO3MOXXHOCTb LLINGPOBaTb CO0bLLLEHNS C MOMOLL b PGP.
CkpunT nprnobpen onpeaeneHHyo nonynsapHoCTb 6naronapsa Gopcy Ha OKTOYaHe, CTapoM XUAAeHYaHe N U
Menkoboppax. Takxe CKpUNT akTUBHO hopcusca Ha aibchan. cnonb3yeTcs B 601bLUIMHCTBE CBOEM He
TOJIbKO KYKJlaMU, a BCeMU Xenaowmmm ybpaTb oT pa3byLueBasLuenca Mo4Yn CBOU KPUBOTOSIKU. NMOMUMO
Maposisi OT CTErOKOHTENHEpPA 1 KJI0YEN YH4aCTHMKOB eCThb eLle KoY BpoagkacTa, Mpu N3MeHEHUN KOTOPOro
MO>XHO CO34aTb aBTOHOMHYIO Fpyrnny v obaTbCsa B HEN. B HacToAWMN MOMEHT (DYHKLMOHAa Mo MHEHUIO
60/bLIMHCTBA ABAAETCA N30bITOYHBIM — B0/bLUAs YaCTb MOJIb30BaTeNIel NCNOJIb3yeT CTaHAaPTHbIN CTer-
naponb 1 KN4 6poankacTa.

CywecTByeT TakXXe Lenas cteraHorpagunyeckas nmmgxbopna — HaHobopaa, eé KapTuHKM pa3bpocaHbl BO
MHOIMX MecTax 1 cobupatoTca B egunHyto 6asy. K cosgaHumio aTonm 6opabl MPpUNOKnNa pyKy U aBTop
Desudesutalk. NMpumevaTenbHo, 4To Desudesutalk cnocobeH paboTaTbh BHYTpu HaHobopabl, co3naBas
HOBbIN YPOBEHb rNy6uHbI.

CrteraHorpadcusa IRL
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lencTBuns, NpeaHa3sHavYeHHbIe O/ TOro, YTobbl PU3NYECKN CKPbITb Ha/IM4YMe coobLleHNs, NPaKTUKOBaINCh
BekaMu. CoobLeHnsMn 661N 1 MOPSAAOK PacrnonoXeHnst 06 beKTOB, UX LIBET, hopMa, CTWUJIb NN
KoNM4ecTBo. Hanpumep, B aHTUYHOCTY BblS1 ClyYald, KOr[la CUrHasioM K Havasly AelCTBUA MOCAY)XUnu ase
nepefiaHHble 30/10Tble MOHETbI, XOTS Yalle CpeACTBOM nepeaayun cooblieHnin 611 ogexxaa nin Kakme-Tto
npeameThbl, 0T CbEMHbIX PYKOSATOK KUHXXaN0B U NMOTaMHbIX KAPMaHOB 10 YEMOAAHOB C ABOWHbLIM AHOM.
Micnonb3oBaHUe cTeraHorparuyeckmx MetTogos 66110 CTOJb LUNPOKUM, YTO «YepHble KabnHeTbI», B KOTOPbIX
3a/lep>KmBasacb U U3biManack NoYTa, NPOBEPSIN HE TOJIbKO NMNCbMa, HO W NepechllaeMble Mo rnoyTe Belwun. B
KayecTBe NpuMepa cTeraHorpamn4eckoro MeToaa 3alnTbl MHOPMALMN MOXKHO NMPUBECTU KOoay
UrpasibHbIX KapT, CJIOXKEHHY!0 B onpefenéHHoM nopsiake, ¢ Haanucblo cboky Ha Konoge. MNocne 3anucu
Cco06LeHNs KapTbl MEPEeTACOBLIBAIOTCS U MPOYNTATb €ro CMOXKET TOJIbKO TOT, KTO 3HAET HY>XHbI MOPSA0K.
Tak>XXe, B Ka4ecTBe TalHMKa UCMNOoNb30BaJINCh AaXKe KypuUTesbHble TPYOKU. B NONOCTUN CTEHOK Yaluu
npaTasock cooblieHne, 3aTEM OHO MPUKPbLIBAJIOCh BHYTPEHHEN YacTblo Yallu, MNPy 3TOM 3Ty TPYOKY MOXXHO
ObI/I0 KYpUTb, HE OMacasch 3a COXPAHHOCTb COODLLLEHNSA, MPU 3TOM UMEs BO3MOXXHOCTb ObICTPO ero
YHUYTOXWUTb, CJIErKa MOBEPHYB BHYTPEHHIO YacTb Yawu. MHorne nogobHble MeToAbl MCMO/b3YOTCSA U
ceinvac.

HeBnaguMmbie yepHuna

HeBuauMbie 4yepHUsa — 3TO CreumabHble XXUAKOCTU NN XMMUYECKMe npenapaThbl, NCNOoJb3yeMble OIS
COKpbITUSA cylecTBoBaHMA 3anmcen. O NnofobHOM XNLKOCTW, NU3rOTOBJIEHHOW N3 MOJIOYasd, MMcan ewwé
MNnvHnn Ctapwuin B «ECTeCTBEHHOW NCTOpUK» B | BEKE Hallen 3pbl, B AaJiIbHENLEM OHU MPUMEHSANNCH
BMJIOTb A0 KOHLUa BTOpo MMpOBOIA BOMHBI, MOC/IEe YEro OT HUX MOYTU MOJHOCTbIO O0TKa3a/ncb, CMEHMB MX Ha
MUKPOTOYKM, XOTA U CerlYac OHM MHOr4a NUCNob3ylTCs. MI3BeCTHasa nereHaa npo To, Kak JIeHWH, cnas B
TIOpbMe, Mncan CoobLLEHNA MOJIOKOM U3 YepPHUJIbHULbI, COEaHHON N3 XJ1ebHOro MaKuLla, TOXKE N3 3TON
obnactu (4Tobbl NpoyecTb Takoe coobuweHne, bymary Hago HarpeThb).

Takune YepHuna 6bIBalOT OBYX BULOOB: CUMMaTUYeCKUEe U opraHuyeckue. Nepsble NpeacTaBastoT coboi
XMMUYECKME PacTBOPbI, KOTOPble CTAHOBATCSH HEBUAMMbBIMU MPU BbICbIXAaHUN U MPOSIBASIOTCS NpU
no6aBneHNN K HUM HEKOTOPbLIX peareHToB. OpraHn4eckas Xe rpynna npeactaBJ/ieHa JIerKoO4oCTYyNHbIMU
BeLleCcTBaMu, TaKUMM KaK YKCYC, IMMOH, MOJI0OKO. OHM CTaHOBATCS BUAMMbIMU, €CIIN UX OCTOPOXKHO
HarpeTb, MU 0ObLIYHO NULLYT MeXAy CTPOK UM Ha YUCTOM ncte bymaru. Bo Bpems MNepBoit MUPOBOIA
BOVHbI LUMWOHbI PUCOBAIN CUMBOJI, 0603HAYaABLUWIA, K MPUMEpPY, TUM BOOPY>XXEHUS, HEBUANMbBIMU YEPHUIIAMU,
[laBa/in UM BbICOXHYTb, @ 3aTEM HaKJIeMBaM NOBEPX HEr0 CMOYEHHYIO TOJIbKO MO KpasiM Mapky, 4To
ABSETCA XOPOLUNM MPUMEPOM TEXHNYECKON N (DU3NYECKO CcTeraHorpagun.

N3rotoBnTb HEBNOUMbIE HepHWJIa MOXHO, NCNoJib3yAa cyiefytolme napbl «PacTBOP — MPOABUTENIb»!

MeIHbIN Kynopoc v xaopug HaTpusill — meTon-ruapoxuHon

OBYXPOMOBOKWCIILIA KaJINA N CONSIHaA KNC/I0Ta — MEeTO-FMOPOXUHOH

OVXII0pUL PTYTU — METON-TMAPOXUHOH

cynemMa — TuocynbgaT HaTPUS UM HalaTbIPHbIA CNPT.

deHondTanenH — nobas Wenoynb.

Kpaxman — nofn. B npocTenwem ciiy4yae NMCbMO MULWYT BbXKaTbIM N3 KapTodensa COKoM (B HEM MHOI0O
KpaxMmasa). TeKCT NoSBUTCA Npu CMadmMBaHMM nNucbMa cnaboin HacTonkom noaa.

e U, HakoHel, 6onlee NPOABUHYTLIN BapUaHT CKpbITONMUCbMa. TEKCT NMUWETCA 06bIYHOW LLapUKOBOWA
py4ykon, 3aTeM obpabaTbiBaeTCa pacTBOPOM MapraHuoBku. Criefibl OT MapaHLLOBKM B CBOO o4Yepenb
yhansoTcsa NepuKkncbo Bogopoda. NoaobHbIM TEKCT CTaHOBUTCSA BUAEH B ybTpaduoneTe.

Tak>xe B Ka4yecTBe NoA0bHbIX YEPHWIT MOXKHO MCMOJIb30BaTbh COK LIMTPYCOBbLIX WM JIyKa: MPOCTO MaKHUTE
TOHKYIO KNUCTOYKY B COK N HanuwuTe cBoé cooblieHne Ha BosIOKHMUCToM bymare. CoobuieHne cTaHeT
BUAOWUMbBIM, €CJIN HarpeTb ero samnomn, GeHoM Uan yTiorom. Ewé Mo)XHO nmcaTb MOJIOKOM MO BbICOKOCOPTHOM
bymare, 3aTeM NposiBNAATL coobLLeHME 30510/ NN PacTONMEHHBLIM rpaddTOM N3 KapaHgalwa. Oa, aa,
M3BECTHas JslereHaa npo To, Kak JIeHUH, cnas B TIOpbMe, NM1ucas CoOobLLLEHNS MOJIOKOM U3 YePHUbHULbI,
cAenaHHOW 13 xnebHoro Msakulla, ToXe 13 3Ton obnacTu.

|.|.|yMOI'IO.IJ,06HbIe PagAnOCUIrHanbl

anI ncnoJib3oBaHMn LUYMOI'IO,D,OGHI:IX CNrHaJ10B C OTHOLWUEeHNEM CVII'Ha)'I/LIJyM<1 N YHNKaJIbHbIX KOOOBbIX
KOMOBMHaLWA MOXXHO CKpbIBaTb (haKT nepenaymn coobuieHmns.

CM. TakXxe

e Kpuntorpadus
e OTpuuaemMoe WngposBaHne

NMpuMmeuyaHus

1. T Ong Tex, KTO MJoXo y4usa XuMuio B Wwkone: xnopua Hatpusa — NaCl — 37o camas obbl4Hasa nuuieBas
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