RetroShare — Urbanculture
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RetroShare — cBo60OHbI KINEHT OQHOUMEHHOW CeTW, ANs NpuBaTHOro obmeHa dannamm, coobuweHnamu,
@QHOHMMHOI O N HEeLLeH3ypUpPyeMOro pacrnpoCcTpaHeHNS KOHTEHTa. 3To pa3HOBUAHOCTb P2P-ceTu (Friend-to-
Friend), B KOTOpOW NMosb30oBaTeNN YCTAaHABAMBAIOT MPsAMble COEAUHEHUSA TOJIbKO C JIIOAbMUW, KOTOPbLIM OHU
pa3peLuatoT.

AyTeHTudukauus

Cpa3sy nocse ycTaHOBKW, MporpamMMa npeanaraeT MoJib30BaTesNto CreHepmpoBaTb napy PGP-knwoyen
(ny6nyHbIN U NpUBaTHLIN). OQHOBPEMEHHO C 3TUM, Ha OCHOBE NMy6/INYHOro KJtoYa, CO30aéTCA U T. H.
cepTtudmkaT RetroShare. Mocne BBofa Naposis K NPMBAaTHOMY KJlOMY MPOUCXOAUT 3anyCK NpOrpaMmbl.
MNockonbky RetroShare ycTaHaBAMBaeT coeANHEHWS TOJIbKO C AOBEPEHHbLIMU Y4aCTHUKaAMN ceTu (Mnpamn),
TO pajiee Nosib3oBaTes o HeobxoaANMo 0B6MeHATLCA CepTUPUKATaMM C LENCTBYIOLWMM YHYaCTHUKOM CETW.
Tonbko, Npu ycnosuun, 4To oba nonb3osatensd gobasmnum ceptudumkaTbl Apyr Apyra B CMNCOK LOBEPEHHbIX,
MPON30ONOET COeAMHEHNE MEXAY HUMMU.

OOmMeH bannamm

dannoobmeH B RetroShare naét BO3MOXXHOCTb aHOHUMHO pacnpoCcTpaHATL atoboe KonnmyecTso alnios,
ynpaB/ATb OCTYMOM K HUM, OPraHn30BbIBaTb KOJIJIEKLMW, aBTOMATUYECKM 3arpy>kaTb hansibl opy3en no
noAnncke, oCyLLLeCcTBAATL NOUCK (DalisIoB B CETH.

KoMMyHUKauuum

RetroShare Kak cpeAcTBO KOMMYHUKaL MK BKOYaeT:

BO3MO>XHOCTb OTMPaBKN MIHOBEHHbIX COOBLLEHNNA,
ny6/nYHbIE U NPUBATHbIE YaTbl-KOMHaThI,
ny6nnyHble 1 NpuBaTHbIE hOpPyMBbI,

COBCTBEHHbIN aHaNOr 3N1EKTPOHHOWM MOYThHI,
naarvH gas ayano n BUAeo CBA3N.

[ns BCex BMOOB CBA3EN NMPUMEHSETCS CKBO3HOE WngpoBaHmne nocpeactsom 6mubnnorekm OpenSSL.


https://urbanculture.wiki/%25D0%25A0%25D1%2583%25D0%25B1%25D1%2580%25D0%25B8%25D0%25BA%25D0%25B0:%25D0%2598%25D0%25BD%25D1%2582%25D0%25B5%25D1%2580%25D0%25BD%25D0%25B5%25D1%2582
https://urbanculture.wiki/%25D0%25A0%25D1%2583%25D0%25B1%25D1%2580%25D0%25B8%25D0%25BA%25D0%25B0:%25D0%2598%25D0%25BD%25D1%2582%25D0%25B5%25D1%2580%25D0%25BD%25D0%25B5%25D1%2582/%25D0%259F%25D1%2580%25D0%25BE%25D0%25B5%25D0%25BA%25D1%2582%25D1%258B
https://urbanculture.wiki/%25D0%25A0%25D1%2583%25D0%25B1%25D1%2580%25D0%25B8%25D0%25BA%25D0%25B0:%25D0%259A%25D1%2580%25D0%25B8%25D0%25BF%25D1%2582%25D0%25BE%25D0%25BA%25D0%25BE%25D0%25BD%25D1%2581%25D0%25BF%25D0%25B8%25D1%2580%25D0%25BE%25D0%25BB%25D0%25BE%25D0%25B3%25D0%25B8%25D1%258F
https://urbanculture.wiki/%25D0%25A0%25D1%2583%25D0%25B1%25D1%2580%25D0%25B8%25D0%25BA%25D0%25B0:%25D0%25A4%25D0%25B0%25D0%25B9%25D0%25BB%25D0%25BE%25D0%25BE%25D0%25B1%25D0%25BC%25D0%25B5%25D0%25BD
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https://urbanculture.wiki/%25D0%25A4%25D0%25B0%25D0%25B9%25D0%25BB%25D0%25BE%25D0%25BE%25D0%25B1%25D0%25BC%25D0%25B5%25D0%25BD%25D0%25BD%25D1%258B%25D0%25B5_%25D1%2581%25D0%25B5%25D1%2582%25D0%25B8
https://urbanculture.wiki/PGP
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ObweHmne u annoobMeH MOryT BECTUCh Kak C LOBEPEHHBLIMU YYaCTHUKAMU, Tak U C I0OLIMU ApYryuMm
nupamu. Kpome Toro, nHopMaL s MOXKET pacnpoCTPaHATLCSA MO T. H. KaHaJlaM pacnpoCcTpaHeHNs
KOHTEHTa, KOTopble NMo3BosiAoT A06aBUTb K (halisilaM onucaHne, KOMMeHTapumn 1 npo4yee. MpucyTcTByeT
BO3MOXXHOCTb @aHOHVMHO NOAMWCLIBAaTLCS U Ha BHeLHME RSS-neHThl. iIMeeTcst BHYTPEHHUI HOBOCTHOWM
cepBuc, rae noboi xxenawLwnin MoXXeT NoAENNTbCS UHTEPECHbIMU eMy NHTepHeT-NybamKaumamm un
06CcyouTb X C yH4aCTHUKaMMU.

Monb3oBaTesIbCKUN nHTEpdenc

Anpo RetroShare ocHoBaHo Ha cobcTBeHHOM BUbNMOTEKE, K KOTOPOW NOAKOYEHBI ABa UCMOJIHAEMbIX
dhanna:

¢ IHTepdenc KoMaHOHOW CTPOKW, KOTOPbLIM MOYTU He npenaraeTt ynpaBJ/eHuns;

e [pachnyeckuin Nonb3oBaTENbCKNA NHTEPDENC, HaNWCaHHbIA Ha Qt. B fononHeHWe K TaKMM TUMUYHbBIM
dYHKUMAM, KaK BKJlagKa NOMCKa 1 BU3yanun3aums 3akayek, RetroShare naét nonb3oBatenam
BO3MO>XHOCTb YMpaBaaTb CeTbO, CObMpan AONONHUTENBHYIO NHHOPMALMIO O COCEAHUX APY3bSX, U
oTobpa)kaeT ceTb KakK MaTpuLy A0OBEPUSA UM KaK ANHAMUYECKU rpadInK CETU.

AHOHMMHOCTDb

Friend-to-friend cTpykTypa ceTn 3aTpyAHAET BTOP)XXEHME U AeNAeT HEBO3MOXKHbIM KOHTPOJIb CETU U3BHE.
CTeneHb aHOHMMHOCTM MOXXHO Yy4LWNTb oTKto4YeHnem DHT n cepBuca obHapyxeHus (discovery), 4to
npeBpaTuUT RetroShare B caMblii HAaCTOALWNNA OUMNHET.

Apy3bs Apy3en B CeTU He MOrYT HanpsiMyto MOAK/AYaTCA APYr K ApYyry, XOTS aHOHMMHas pa3fada ainos
OpYy3bsM Opy3eil BO3MOXXHA, eCc/iv BKJII0YEHa Takas onuusa. B aToM cny4vae, coeguHeHne Mexay cuaepom u
JIn4epoM NponCxXoanT vYepes obLmx gpysen-nocpegHnkos. OHM He MOryT onpefennTb UCTOYHNUK Un
KOHEYHbIN MYHKT Ha3HayeHUs, a MOryT BUAETb TONIbKO CcOCeiHNE 3BEeHbA B Lenn (opy3en). Tak Kak NOTOK
OAHHbIX 3alWNPOBaH, TOIbKO UCTOYHMK AAHHbIX U TOT KOMY OHM NpefHa3Ha4YeHbl MOTYT BUOETb, Kakne
VMEHHO faHHble nepenarTCcs.

KnueHT B HacToslwee BpeMs crnocobeH paboTaTb Kak B peryisapHoM pexxmme Ha OCHOBE aHOHUMHOIO
TYHHENNPOBaHUA AaHHbIX, TaK 1 Yepe3 ceTu Tor n I2P. NMopaepxka 12P 6bina peanusosaHa B ceHTabpe 2015
roga. OxunpaeTca nogaepxxka IPv6.

MepcnekKTuBbl pa3BUTUA

Tekyuwas Bepcusa (v0.6) nnaTtdopMbl NOJIHOCTbIO HECOBMECTMMA C NpeabiaymmMmn, T.e. TpebyeT co3aaHuns
HOBOIO MOJIb30BaTENIbCKOro cepTudukaTa. MNnpbl CO CTapon BEpPCUEN HE MOTYT COEONHATBLCS C
noJib30BaTeNsiMN HOBON.

CornacHo Teopum WeCTU pykonoxxaTuii, B 1toboM KpyrnHOM HEOAHOPOAHOM coobLlecTBe Noaen KoNYecTBo
MPOME)XYTOYHbIX CBA3€/ HUKOrAa He NpeBbIlaeT Yncaa 6. Ecnv BepuTh e, TO NPy 4OCTAaTOYHOM YuCe
nupoB, RetroShare Mo)XeT OXBaTUTb BeEsMip coobLLecTBO Ntoboro o6bEMa, NpM 3TOM BCe COeNHEHUS
6yayT ooBepeHHbIMU. Pa3zymeeTcs, 4SS NPpUBJEYEHNS NOJIb30BaTENIeN HY>XXHbl MeYeHbKK, a He roslas Teopus.
Ho paboTa akTuBHO BefeTcs.

CM. TakXxe
e Zeronet

e Bitmessage
e |PFS

CchbiNKn

® PyccKoA3bIYHbIN CalT
e COOpHUK CTaTeln Ha TeMy
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